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Introduction 

This section of the Yearbook gath
ers nine articles under the heading of 
Information Systems. If one browses 
rapidly through their titles, one can 
imagine that these papers have little to 
do with one another, or at least that 
they form independent clusters dealing 
with different problems. However, a 
closer look at the addressed topics 
reveals that they are pivotal consider
ations when dealing with highly distrib
uted information systems, (i.e., sys
tems that grow beyond the physical 
limits of the hospitals to address global 
health networks): how to access health
care data, how to extract relevant 
information from those data, how the 
security of the data is managed, and 
last but not least: was it really clinically 
useful to access those data? 

Accessing to Information 

The flrst article in this category 
Communication Services for a Dis
tributed Hospital Information Sys
tem by Graeber [1], although focusing 
mainly on the hospital environment, 
describes acommQnication infrastruc
ture able to control and perform all 
information exchanges between het
erogeneous applications that form 
modem health information systems. 
The most original part of the paper 
consists of the use of the Semantic 
Object Model to describ~ the numer
ous business processes that interact in 
a complex communication schema. An 
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interaction model, defining the struc
tural view of business processes, is 
seen as a sequence of interaction · 
schemes involving objects interacting 
according to the client-server model. 
The global information system is thus 
modeled at the procedure level. The 
application part of the paper describes 
a centralized Communication Server, 
based on a commercially available prod
uct, that manages all the communica
tion problems (i.e., physical and logical 
connections between communicants, 
syRtactic and semantic adaptation/ 
translation of the passed messages, 
security and administration). The dis
cussion compares the Communication 
Server concept and implementation 
with the architectures used in major 
.distributed HIS projects. 

Retrieving Relevant 
Information 

The two articles presented under 
this heading both deal with the problem 
of improving information retrieval from 
information systems. 

The flrst paper Retrieval Feed
back in MEDLINE by Srinivasan [2] 
describes a method that improves 
MEDLINE search performance with
out putting extra cognitive load on the 
user. This aspect is particularly impor
tant since end-users are generally un
skilled in the use of any controlled 
vocabulary (in this case the MeSH) to 
express their queries. The author first 
reviews the different query-improve
ment strategies that have been de-

signed for various databases, focusing 
on query expansion ones, where a 
user's original query is automatically 
modified into one judged more effec
tive for retrieval. Feedback approaches, 
where a query is modified using infor
mation in previously retrieved docu
ments, are then discussed. The core 
part of the paper concerns the investi
gation of new strategies for query 
expansion within the retrieval-feedback 
framework, using either controlled 
vocabul.ary and/or free text, and the 
measurement of their effectiveness. 
The very important outcome of this 
study is that it confirms the importance 
of MeSH for MEDLINE searching 
and that it is possible to propose meth
ods that do not require the user to be 
trained in the construction and selec
tion ofMeSH concepts. Unfortunately, 
and as for relevance ranking, commer
cially available retrieval systems for 
MEDLINE have still not included such 
necessary improvements. 

The problem addressed of the sec
ond paper A Concept-Based Retrieval 
System for Thoracic Radiology by 
Taira et al. [3], although dealing with a 
different information medium, is very 
similar to the one discussed in the 
previous paper: how to improve the 
information system in order to retrieve 
more relevant information from it. The 
paper describes a prototype system 
that supports intelligent information 
retrieval, based on multimedia docu
ment content, using natural language 
processing agents. The described sys
tem is based on the commonly shared 
assumption that the natural language 
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processing (NLP) approach of the ra
diology reports is the most viable means 
to create large image repositories that 
can be used for research and teaching. 
The system is structured as three 
complementary subsystems: (1) a 
free-text indexing system to summa
rize and structure the semantic content 
of the reports and to create indexable 
abstracts; (2) an intelligent query pro
cessing engine using a lexical knowl
edge base; and (3) a user interface 
supporting the expression ofhigh-level 
queries. The paper highlights the re
portindexing sequence: preprocessing 
that leads to a topicological transform 
of the original reports into subreports 
that are directed to NLP agents whose 
topic of expertise match the finding 
topic of the subreports, transformation 
of meaningless text strings to mean
ingful concepts (lexical analysis), pat
tern analysis to find the relations be
tween the concepts and then construc
tion of the frames used to create the 
document index. The main interest of 
this approach is that it does not require 
manual indexing. Thanks to its 
three-level object -oriented data model 
that includes a comprehensive (but 
narrowed to a limited part of radiology) 
lexicon, the system allows powerful 
concept-based retrieval that must be 
compared to the simple string-based 
match retrieval of many available sys
tems. 

Ensuring the Security and 
Confidentiality 

All of the five papers of this cat
egory deal with "health data security" 
but are highly complementary, since 
each of them focuses on a different 
aspect of the concept. Data security, 
which is a major concern for any elec
tronic medical record (EMR) designer 
or manager, becomes one of the hot
test topics when dealing with remote 
access to EMR, such as in distributed 
information systems. But what is data 
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security? To what extent are the fears 
regarding loss of privacy justified? 
What are the "acceptable" trade-offs 
between security, accessibility, user 
convenience and performances? The 
papers in this section try to address all 
of these questions since both [ 4] and 
[5] propose a classification of these
curity problems regarding the actions 
to protect against the possible points of 
illegal access, and [6] proposes an 
ontology of potential intruders of infor
mation systems. Although cryptogra
phy is sometimes presented as the 
'silver bullet' for protecting informa
tion, it is stated that using very strong 
cryptographic algorithms may be an 
overkill in view of some of the weak
ness of the information system, and 
that cryptography can not protect 
against destructive attacks. 

The first article in this category 
Privacy, Confidentiality, and Elec
tronic Medical Records is a review 
by Barrows and Clayton [ 4]. The pa
per clearly exposes the goals of infor
mation security and privacy in health
care, related to the different fears of 
loss of privacy due to the availability of 
health-care data in electronic medical 
records. Since it has been proved that 
the main problem with information se
curity is not technology but ~e lack of 
a consistent security policy, the paper 
reviews major security holes and ex
poses how a strong policy could consti
tute a reasonable security solution. 

Many papers have already discussed 
the means to protect health data from 
unauthorized users . The main interest 
of the paper from Miller and Cooper: 
Security considerations for present 
and future medical databases [5] is 
that it points out the necessity to also 
protect the information systems from 
authorized users. The authors position 
their study at the database level (and 
propose in their conclusion to include in 
the DBMS engines themselves most 
of the required mechanisms to en
hance the security of data); however, 
most of the concerns could be gener-

alized to reach the level of the global 
information system. Besides a discus
sion about the granularity of the access 
rights linked to the different views of 
the database, it is stated that a less 
known security hole is linked to a 
possible unauthorized disclosure of data 
due to data inference resulting from 
the correlation of data obtained by 
legitimate means through statistical 
queries with the aid of additional, and 
usually external, knowledge. 

Unlike in [5], where security mecha
nisms are proposed to be embedded in 
every component of the information 
system, the following two papers pro
pose to centralize the mechanisms that 
ensure security (trust center, front-end 
authorization system). 

In A Cryptologic Based Trust Cen
ter for Medical Images [6], Wong 
first presents a review of the different 
cryptographic techniques, comparing 
private (i.e., DES and IDEA) and pub
lic (i.e., RSA) key-based methods, both 
in terms of strength (how expensive 
will it be to crack the code through a 
"brute-force" attack) and of process
ing speed. The implementation part of 
the article presents an original combi
nation of both methods. The second 
interest of the paper consists in the 
development of the trust center con
cept that allows to integrate those cryp
tographic algorithms coherently into 
existing multimedia information sys
tems. The discussion measures the 
impact of compression and cryptogra
phy on the time-to-access information 
regarding both the size of data and the 
medium used to access it. 

Vassilacopoulos et al. in A Front 
End Authoriz~tion Mechanism f or 
Hospital Information Systems [7] 
describe a front end authorization 
mechanism developed to enhance the 
security features of an existing infor
mation system. A potential drawback 
of many HIS is that authorization and 
access control is done at the applica
. tion level, overriding the database level 
authorization features (linked the con-
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cems of[5]). The paper focuses mainly 
on role (both permanent and tempo
rary) based authorization mechanisms. 
Since 100% security is both unrealistic 
and usually unnecessary, the paper 
frames the security enhancement sub
ject with the economic, functional and 
technical constraints of the real world. 

In the last paper in this category, 
Pseudonyms for Cancer Registries, 
Pommerening et al. [8] propose the 
use of pseudonyms to ensure privacy. 
The paper poses the problem of long
term storage of person-related data 
and solves it by encrypting identifica
tion data that leads toquasi-anonymized 
records. As in other papers in this 
section, the implementation part de
scribes the use of a combination of 
cryptographic algorithms and addresses 
the key management problem. The 
cryptographic concept of pseudonym
ity presented here can be adapted to all 
the situations where conflicts between 
the goals of privacy and public interest 
must be solved. In the core part of the 
paper, the authors detail (as in [6]) the 
role of a trusted third party in the 
organizational structure of the registry 
and describe the flows between the 
source of information, the trusted of
fice and the different "information us
ers". This third party approach, which 
is commonly us~d in most of the elec
tronic business (considered in its broad 
sense) applications, will certainly be 
the key consideration when dealing 
with access to patient electronic medi
cal records from every node of the 
health chain. 

Clinical Value of Information 
Systems 

The last paper in this section of the 
Yearbook: The Clinical Value of 
Computerized Information Services 

ltfbook ofMedical Informatics 1997 

by Balas et al. [9] is a review of 98 
randomized clinical trials addressing 
the efficacy of clinical information sys
tems. The debate on the value of 
computer systems in clinical applica
tions is as old as medical informatics. 
However, world-widehealthcostcon
tainment programs, with their inten-. 
sive search for cost-effective meth
ods, currently demand adequate tech
nology assessment of clinical informa
tion systems. The objectives of the 
authors in this study were to review all 
trials that address the efficacy of such 
systems, using systematic and quanti
tative methods. The authors employ 
the techniques commonly used in drug 
trials that are relevant for testing com
puterized information intervention (e.g. 
selection of eligibility criteria). The 
extensive reference section (119 ref
erences) is without doubt also a major 
interest of the paper. The result sec
tion of the article highlights the fact 
that most information services were 
tested in outpatient care, which is sur
prising considering the huge invest
ments made in hospital information 
systems. 

Conclusion 

Current medical information sys
tems can not be limited to the hospital 
environment. They must provide all 
the health professionals involved in 
patient care with the right means to 
access the relevant information needed 
to improve the care given to their 
patients, subtended by Community 
HealthlnformationNetworks(CHIN). 
To reach this goal, both technical and 
non-technical issues in the fields of 
communication, accessibility, data or
ganization, information retrieval and 
security must be solved. The papers 
proposed in this section, while reflect-
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ing the problematic nature of modem 
information systems, prove that tech
nology has reached the required state 
of maturity to be transferred to pro
ducers and end-users. 
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