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Abstract Objectives This study investigated information security behaviors of professionals work-
ing in the public health sector to guide policymakers toward focusing their investments in
infrastructure and training on the most vulnerable segments. We sought to answer the
following questions: (1) Are certain professional demographics more vulnerable to cyberse-
curity threats? (2) Do professionals in different institution types (i.e., hospitals vs. primary
care clinics) exhibit different cybersecurity behaviors? (3) Can Internet usage behaviors by
professionals be indicative of their cybersecurity awareness and the risk they introduce?
Methods A cross-sectional, anonymous, paper-based survey was distributed among
professionals working in public health care organizations in Kuwait. Data were
collected about each professional’s role, experience, work environment, cybersecurity
practices, and understanding to calculate a cybersecurity score which indicates their
level of compliance to good cybersecurity practices. We also asked about respondents’
internet usage and used K-means cluster analysis to segment respondents into three
groups based on their internet activities at work. Ordinary least squares regression
assessed the association between the collected independent variables in question on
the overall cybersecurity behavior.
Results A total of 453/700 (64%) were responded to the survey. The results indicated
that professionals with more work experience demonstrated higher compliance with
good cybersecurity practices. Interestingly, nurses demonstrate higher cybersecurity
aptitude relative to physicians. Professionals that were less inclined to use the internet
for personal use during their work demonstrated higher cybersecurity aptitude.
Conclusion Our findings provide some guidance regarding how to target health care
professional training to mitigate cybersecurity risks. There is a need for ensuring that
physicians receive adequate cybersecurity training, despite the opportunity costs and
other issues competing for their attention. Additionally, classifying professionals based
on their internet browsing patterns may identify individuals vulnerable to cyberse-
curity incidents better than more discrete indicators such as age or gender.
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Background and Significance

When cybersecurity is mentioned, Hollywood has condi-
tioned the layman to imagine laser-protected server rooms,
flashy hardware, exposed wires, encryptions, and a hip
protagonist furiously bashing their laptop’s keyboard to
generate a smooth flow of green-on-black programming
syntax. The reality is that there are many elements to sound
cybersecurity far more vulnerable and susceptible to
breaches than the digital and technological elements. For
example, the physical security of portable information tech-
nologyassets (such as aflash drive) is just as critical in Health
IT certification guidelines and one of the largest categories of
breaches.1 Another often overlooked element is the cyber-
security risk related to user behavior. Recent studies demon-
strate that the majority of information security incidents are
the result of a lack of knowledge or understanding among an
organization’s staff about the relevant policies and appropri-
ate security procedures.2 Phishing attacks and similar scams
target vulnerable users rather than IT systems, and they are
rising across all sectors.3

The health sector, in particular, has lagged behind all
other sectors in terms of cybersecurity.4 Health information
technology (HIT) has become a fundamental infrastructural
component in many health care institutions.5,6 Recent evi-
dence illustrates that health care organizations, especially
hospitals, are constantly challenged with cybercrime, which
causes breaches of protected health information.7 While the
direct and indirect cost of a breach varies today, the average
cost per breached health care record exceeds 400 USD per
record.8 Many breaches are related to health care professio-
nals’ behaviors and negligence.9

Literature Review and Hypotheses

Cybersecurity is defined as safeguarding networks, devices,
and confidential data from unauthorized access/attacks.3

The United States Food and Drug Administration provided
a more specific definition for cybersecurity by including the
prevention of any unauthorizedmodification,misuse, or/and
denial of use of confidential information that has been
transferred from one device to another external one.10,11

Cybersecurity threats can be external or internal, and
some of the cyberattacks are caused by human mistakes.
Often, these humanmistakes happen due to failure to adhere
to an organization’s policies, rules, regulations, and proce-
dures related to information security.10,12,13 Fernández-Ale-
mán et al specified that human mistakes form 42% of
breaches.9

A bibliometric analysis of the literature published in 2019
suggested that in this domain, “nontechnological variables
(human-based and organizational aspects, strategy, and
management) may be understudied.”14 Tominimize internal
cybersecurity attacks, several studies recommended pro-
moting a security culture by implementing strict cyberse-
curity measures, setting clear policies and procedures, and
create comprehensive employees’ awareness cybersecurity
programs.3,13,15,16 Awareness programs promote the educa-

tion of staff personnel about cybersecurity measures and
provide training on how to secure information access, ma-
nipulation, and transfer of data across different health care
systems. The Health Insurance Probability and Accountabili-
ty Act requires health care personnel to be regularly educat-
ed and provided with the needed training regarding patient
information security measures.17

Similar Studies
Kessler et al conducted a survey about the organizational
information security climate in which attitudes and behav-
iors of staff personnel were investigated;13 their results
indicate that having a safe climate does affect employees’
behavior positively causing a reduction in the number of data
breaches. The authors concluded that training employees
plays important role in improving the cybersecurity. In the
same study, the results revealed that older employees were
more careful when dealing with sensitive and confidential
information than younger employees.13

Argaw et al explored what health care facilities need to
implement effective security awareness programs12; they
concluded that health care facilities need to recognize their
employees’ actions and assess their security knowledge and
behavior. Fernández-Alemán et al conducted study aimed at
evaluating the security behavior of health care professionals
in a public hospital setting.9 The study used a survey to
explore the staffs’ cybersecurity behaviors. The authors
emphasized the significance of introducing cybersecurity
measures in orientation and training events for newemploy-
ees to develop their self-awareness in cybersecurity topics
such as handling personal health information, using e-mail
systems security, and surfing the internet safely. The survey
used in Fernández-Alemán et al study was adopted with
minor modification after obtaining permission from the
corresponding author.

Objectives

In this study, multiple behavioral issues related to cyberse-
curity that we consider (as included in the survey) seek to
answer the following research questions: (1) Are certain
professional demographicsmore vulnerable to cybersecurity
threats? (2) Do professionals in different institution types
(i.e., hospitals vs. primary care clinics) exhibit different
cybersecurity behaviors? (3) Can patterns of internet usage
behavior of professionals be indicative of their cybersecurity
awareness?

Given the lack of studies investigating cybersecurity
practices in Kuwait and prior studies in other contexts, the
following hypothesis were generated:

1. The cybersecurity awareness and practices of health staff
is positively associated with more years of work experi-
ence. We propose that there is a positive association
between higher years of experience and safe security
measures practices. Employees with more years of expe-
rience were less likely to get involved high-risk behav-
iors.13 Additionally, several studies investigated the
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cybersecurity behaviors of employees in a hospital
setting.9,12,13

2. The cybersecurity awareness and practices of health staff
working at hospitals is higher than staff working at
polyclinics.Wehypothesize that staff working in hospitals
demonstrate a higher rate of cybersecurity awareness
than those working in smaller health care facilities (i.e.,
polyclinics). We propose that this could be attributed to
the complexity and number of connected health IT sol-
utions as well as the resources available in the health care
facility.

3. Health staff who access a wider variety of websites on the
internet exhibit better cybersecurity awareness and bet-
ter practices. Studies found that computer skills and a
person’s perceived technical savviness can predict the
person’s security behavior.18 In this study,wehypothesize
that health care professionals who access awider range of
websites aremore technical savvy and hence demonstrate
better cybersecurity awareness.

Methods

Study Design
This study employs a cross-sectional design19 through an
anonymous paper-based survey targeting professionals work-
ing in public health care organizations in Kuwait. The study
was conducted in full accordance with the World Medical
Association Declaration of Helsinki and commenced after
obtaining the necessary ethical approvals from the Medical
Research Committee at the Ministry of Health, Kuwait.

The survey instrument used in this research was adopted
from a prior survey instrument with the authors’ approval.9

The use of the prior survey instrument was influenced by the
fact that the authors wanted to understand and explore the
cybersecurity practices in an arguable different population.
Therefore, modifications to the instrument were necessary
to fit the research questions, context, and ethical research
requirements. For example, we did not ask questions about if
a user’s password included a personal name or a special date
as required by the Medical Research Committee. The instru-
ment is paper based, in the English language, and self-
administered voluntarily by the participants. The survey
consisted of 7 demographic questions and 19 security
behavior questions. Demographic information collected in-
cluded gender, age, years of work experience, job title,
clinical specialty, education, and current place of
employment.

The security questions were further broken down into the
following subsections:

(i) Knowledge about organizational security policies
(ii) Secure use of internet and intranet
(iii) Protecting patient health information
(iv) Reporting information security incidents

The questions were piloted with 15 health care profes-
sionals and necessary changes were made to ensure clarity.
Feedback from the pilot survey informed the design and
structure of the final survey instrument.

Study Context
The study’s sample is gathered in Kuwait, a country with a
high per-capita GDP that offers universal health care to its
citizens and residents. The public health system serves the
population through three levels: primary care
(polyclinics), secondary care (general hospitals), and tertiary
care (specialized hospitals).20 With its focus on providing
high-quality and efficient patient care, the MoH has been
implementing electronic health information systems across
all levels of care.20

However, the appropriate cybersecurity infrastructure,
professionals’ awareness of cybersecurity risks, protocols,
and policies continue to lag. Thus, we believe this is a fitting
context to examine our research questions given the struc-
ture of health care and the escalating need for cybersecurity,
seeing that Kuwait ranked in the top 10 countries worldwide
in email malware and spam.21

Data Collection
The survey was distributed to health care professionals
working in the public health care system. To ensure that
our sample was inclusive, we targeted all major public
hospitals in the country as well as over 20 polyclinics who
provided permission to survey their staff. We identified
contact persons in each of these institutes and tasked
them with distributing the surveys. In total, 42 health care
institutions were represented.

Variables of Interest and Data Analysis
The data were analyzed by using R software (version 3.5).
First, descriptive statistics describe the demographics of the
sample. Second, based on a series of questions regarding
internet use in the workplace, we applied a K-means cluster
analysis to classify individuals based on their internet usage
behavior. To test our hypotheses, ordinary least squares
regression assessed the association between the indepen-
dent variables in question on the overall cybersecurity
behavior. The construction of a composite cybersecurity
behavior score, which serves as the dependent variable, is
described in the following paragraph.

The first step in the analysis was to establish a composite
cybersecurity score based on the security questions. Our
method follows Fernández-Alemán et al9withmodifications
to resolve some limitations in that work and account for our
modified version of the survey instrument. The items are
presented in ►Table 1. For each of the 16 items related to
cybersecurity practices, one point was given if the respon-
dent indicated positive behavior. Questions with a negative
connotation (i.e., “Have you ever shared your password with
someone?”) were reverse coded. Then, the sum of the points
was divided by the number of questions that the respondent
answered. This normalizationwas done so as not to penalize
respondents for missing or “N/A” responses. Responses with
more than four missing responses or “N/A” were dropped.
Ten responses were dropped as a result. Finally, the cyber-
security score was rescaled to be between 0 and 10. The
distribution and univariate statistics of the cybersecurity
score are reported in the following section.
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The independent variables included one continuous vari-
able, years of clinical experience, and several other binary
variables: gender (1¼male, 0¼ female), medical education
location (1¼ received locally, 0¼ received internationally),
institution type (1¼hospital, 0¼polyclinic or other), and
employment category. Three employment categories were
considered: physicians, nurses, and support staff (nutrition-
ists, pharmacists, technicians, etc.). The physician’s category
was the baseline case; therefore, only the dummy variables
for nurses and support staff are included in the model. Using
physicians as the baseline case is arbitrary and having
another group, as the baseline would produce the same
results except that the coefficient will be relative to the
baseline group.We chose to test these variables because they
are common demographic characteristics that are general-
izable to any health care context around the world and used
in many previous studies.9 Furthermore, they can be quickly
and accurately self-reported.

To test Hypothesis 3, we classified respondents based on
their internet browsing behavior. Internet browsing behavior
was assessed based on the types of sites the users visited. In
the survey, we asked respondents to indicate the types of
websites they visit during working hours (►Table 1). Because
many different combinations of websites were possible, we
opted to cluster respondents into a few distinct groups or
archetypes. Using a K-means cluster analysis (via the K-
means function in R), we then grouped respondents based
on usage patterns to arrive at a three-cluster classification
scheme for the respondents.

Results

Response Rate and Descriptive Statistics
A total of 700 questionnaires were distributed randomly at
public health care institutes. The surveywas returned by 453
individuals for a response rate of 64.4%. ►Table 2 provides
descriptive statistics about the respondents’ demographics.

Most participants were physicians (64.5%) followed by
nurses (30.8%) and other support staff (4.6%). The overall
sample of exhibited more female respondents. This was
largely driven by the nursing demographic A greater portion
of the sample were females, largely driven by the nursing
demographic and the administrative staff, which have a
largely proportion of females of in the country.

In total, 57% of the sample worked at polyclinics, 34% at
hospitals, and 9% worked at specialized health care centers
(e.g., burns, dental). The respondents per facility ranged from
over 50 (at the major hospitals) to one respondent for small
clinics. We did not control for facility-specific characteristics
for lackof data and the fact that whileworkplace culturemay
differ between facilities, all public institutions share a similar
organizational structure, infrastructure, and resources.

Security Behavior Responses and Composite Security
Score
The results of the security behavior questions are presented
in►Supplementary Table S1 (available in the online version).
Questions in the security behavior section took on a binary
(“yes” or “no”) format, with a few cases that added a “N/A”
option. The majority of respondents (63%) indicated that
they had been informed of their organization’s security
policies, and (65%) know the policy for handling and dis-
carding confidential patient records. This adherence to poli-
cy also seems to be reflected in the low number of
respondents indicating that they ever shared, received, or
copied patient health information without authorization.
Furthermore, 74% of respondents ensured that patient health
information is protected from unauthorized individuals.

The 16 questions (►Supplementary Table S1 [available in
the online version]) were added together, after reverse
coding certain items, to come to a composite security score.
The cybersecurity score across 443 respondents appeared
normally distributed with a mean of 7.02, median of 7.33,
and a standard deviation of 1.68.

Table 1 Respondent classification based on browsing behavior

Group 0 Group 1 Group 2

Cluster size (n) 142 137 174

Average age (and standard deviation) 39 (9.7) 37.6 (10.2) 33.6 (7.9)

At work, which of the following websites do you
visit?(% of respondents who selected the category)

Social networks (e.g., Twitter, Facebook) 0 53 97

Videos (e.g., YouTube) 0 18 88

Online music 0 20 39

Cloud storage (e.g., Dropbox) 0 20 63

Online newspapers and magazines 0 10 60

Personal e-mail accounts (e.g., Gmail) 0 42 95

Games 0 2 40

Instant messaging services 0 16 62

Work/clinical related websites 29 36 90
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Results from Classifying Internet Browsing Behavior
We opted to classify respondents’ internet browsing behav-
ior by applying a clustering methodology to arrive at logical
groupings for the sample. This was achieved by using R’s K-
means function along with the cluster package (►Table 1).

A distinct group that only browsed work-related websites
and portals wasfirst identified (whomwe labeled as Group 0
with n¼142). The remaining respondents fit a two-cluster
model. Two clusters appeared to be the most appropriate
number of clusters to apply based on the elbow method
heuristic, which considers the reductionwithin group sumof
squares from incrementally increasing the number of clus-
ters and presented in a scree plot (►Fig. 1). This cluster
analysis methodology is common among the social sciences
such as sociology, management, and psychology.22

The cluster analysis implemented via R’s cluster package
(►Fig. 2). One cluster captured casual internet users who
accessed one or two types of websites, mostly for personal
messaging and social media during work (Group 1, n¼137).
The final cluster represented heavy users who not only
browsed five to seven different types of websites, including
work-related, social media, music or video streaming, shop-
ping, etc. (Group 2, n¼174). ►Fig. 1 portrays the between-
group distinctions and within-group conformance between
clusters 1 and 2 based on the two principal axis factors that
explain that account for the highest variance in the data. Two
binary dummy variables representing the latter two clusters

Table 2 Respondent demographics (n¼453)

Demographic n %

Gender

Male 138 30.6

Female 313 69.4

Age

18–25 12 2.7

26–30 133 29.5

31–35 98 21.7

36–40 81 18.0

41–45 50 11.1

46–50 28 6.2

51þ 13 2.9

Role

Physicians 289 64.5

Nurses 138 30.8

Support staff (nutritionist,
pharmacist, admin, etc.)

21 4.6

Place of work

Polyclinics 254 57

Hospitals 150 34

Specialized centers (e.g., burns, dental) 42 9

Fig. 1 This scree plot graphs the sum of squares (y-axis) if we were to
force the observations into a different number of clusters (x-axis). Sum
of squares always decrease with more clusters but at a diminishing
rate. Thus, the optimal number of clusters to use is qualitatively
determined at the point the incremental reduction in sum of squares
from an additional cluster is significantly diminished relative to the
previous cluster’s benefit. This is referred to as the “elbow method”
heuristic.

Fig. 2 Visual representation of the two clusters of Internet users. The
x and y axes are the principal axis factors that are statistically derived
from having the highest explained variance from nine items.
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are added to the regression analysis to test Hypothesis 3,
with Cluster 0 serving as the reference.

Results from the Regression Analysis
The means, standard deviations, and correlations of the
independent variables are presented in ►Table 3. The
regression results are presented in ►Table 4. Respondents
with more professional experience demonstrated more
compliant security behavior (p<0.01), consistent with
Hypothesis 1. The data did not show support for Hypothe-
sis 2 (p>0.10). Holding all else constant, females demon-
strated a higher security score than males by 0.76 on
average.

Concerning the association between internet usage and
cybersecurity awareness, the results indicated that Groups 0
and 1 (the groups that did not use the internet at work and
the group that only used it for social media and personal

messaging, respectively) showed no significant difference in
cybersecurity awareness. However, Group 2, which used the
internet to browse a variety of websites, scored significantly
lower on the cybersecurity score (p<0.01). Therefore,we did
not find support for Hypothesis 3.

Discussion

The largest cybersecurity breaches in the health care sector
(portable devices, insider access, and physical breaches) do not
requiremore advanced technologies tomitigate their risks, but
rather instilling “best practices” onto the stakeholders. This
study set out to further explore the stakeholders that pose the
biggest risks to cybersecurity in the health sector to provide
policymakers and CIOs guidance about where to focus their
attention when it comes to training and incentive alignment.
Thus, our study assessed the cybersecurity awareness of health

Table 3 Means, standard deviations, and correlations

Variable M SD 1 2 3 4 5 6 7

Security score 7.02 1.68

Experience 11.78 9.00 0.28b

Gender 0.33 0.47 �0.26b �0.11a

Education 0.30 0.46 �0.26b �0.28b �0.15b

Institution type 0.53 0.50 0.02 �0.07 �0.12a �0.06

Role: physician 0.66 0.47 �0.40b �0.19b 0.27b 0.25b �0.18b

Role: nurse 0.29 0.45 0.39b 0.26b �0.31b �0.32b 0.23b �0.88b

Role: support 0.05 0.23 0.04 �0.11a 0.05 0.12a �0.07 �0.33b �0.15b

Note: M and SD are used to represent mean and standard deviation, respectively. The numbers in the columns correspond to the numbers in the
rows.
ap< 0.05.
bp< 0.01.

Table 4 Regression results using security score as the criterion

Predictor Coefficient Standard error T-Statistics p-Value

(Intercept) 6.86 0.18 38.23 <0.001b

Years of experience 0.02 0.01 2.86 0.004b

Gender (male) �0.38 0.14 �2.743 0.006b

Education (local) �0.38 0.14 �2.628 0.009b

Work setting (hospital) �0.13 0.12 �1.08 0.281

Job role

Physicians

Nurse 0.71 0.14 �2.63 <0.001b

Support staff 0.61 0.27 2.30 0.022a

Internet use at work

Strictly work-related

Some social media �0.21 0.14 �1.40 0.161

Entertainment �1.36 0.15 �8.87 <0.001b

Note: R2¼ 0.419b. Residual standard error: 1.174 on 428 degrees of freedom.
ap< 0.05.
bp< 0.01.
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care professionals to identify the areas of vulnerability in
professionals’ practices and identify factors that correlate
with cybersecurity awareness.

Principal Findings
The findings in this research context are consistent with
previous studies indicating that the majority of information
security incidents are the result of professionals’ limited
knowledge of their institution’s policies and best practices
security procedures.2,23

We hypothesized that professionals with more years of
work experience demonstrated higher cybersecurity aware-
ness, with the intuition that they had more time to absorb
cybersecurity training and best practices. Indeed, professio-
nals with more experience demonstrated higher compliance
with good security behaviors than those less senior. Hence, we
find evidence to support Hypothesis 1. Interestingly, this did
not translate to job title seniority. Physicians, who are gener-
ally considered to be of higher seniority in terms of job role,
demonstrated the lowest cybersecurity scores comparedwith
nurses and administrators. This may be explained by the fact
their physicians have a higher “cognitive load,” with much of
their attention dedicated to clinical development and training.
Weacknowledgethatcybersecurity trainingandbestpractices
canget crowdedout by themanyclinical, administrative, other
institutional guidelines that health care professionals need to
adhere to. However, health care organizations must prepare
their workforce through training and awareness programs;
implementing the best security protocols alonewill not make
health care organizations immune to cyberattacks.23

Cybersecurity awareness is no better among the staff of
hospitals relative to primary care clinics, showing a lack of
supporting Hypothesis 2. Perhaps the higher criticality and
abundance of sensitive information in hospital systems moti-
vates higher investment to offset this. Recent reports suggest
that “larger organizations and hospitals tend to bemuchmore
formal. Theyhavedeeper ITresources, and theyhavededicated
and devoted a lot of time and energy andmoney into develop-
ing their cybersecurity threat detection, remediation, and
policies and procedures.”24

One study suggested that the cybersecurity vulnerabilities
varied by the size and type of the health care facility.25 The
complexity brought by connecting several health IT solutions
in a healthcare facility (e.g., EHRs, mHealth tools, networked
medical devices, etc.)26 brings more risks of internal and
external threats andexploitationsof sensitive data.15,27Future
studies should further investigate the characteristics (e.g., size,
type, servicesprovided, etc.) of thehealthcare facilityand their
relationships with cybersecurity vulnerabilities.

InHypothesis 3,we consideredhowcybersecurity behavior
correlates, not only with some demographic indicators but
rather by other technology use behaviors. Indeed, three dis-
tinct clusters of respondents emerged from the analysis. The
results of the regression analysis indicated that the heaviest
internet users were also the ones least aware of cybersecurity
policies andpractices.Wehadexpectedmore affluent internet
users to have more cybersecurity awareness, but in the words
of Murray Davis (1979) we find that “what seems to be a good

phenomenon is, in reality, a bad phenomenon.”28 This group
that seeks social media and entertainment through internet
outlets is not so diligent about stewardship of hospital infor-
mationand technologyassets. Perhaps this couldbe attributed
to the fact that “people who feel well informed about online
safety feel less vulnerable tocybercrimeandare less inclinedto
take security measures.”29 Certainly, many cases can be made
about thevalue that instantmessaging, socialmedia, andother
internet media can bring to the clinical environment.30–33We
consider this an interesting area for future research: balancing
the benefits of instant messaging, social media, and internet
use with the costs to productivity and cybersecurity risks.

Recommendations
Stronger cybersecurity programs at health care facilities can
raise awareness and make information security training
available to professionals, both clinical and nonclinical.34–36

To improve end-user adoption and buy-in of cybersecurity
programs and technologies, it is important utilize a targeted
bottom-up approach via personalized outreach, in-person
contacts, and frequent announcements throughout the
workflow (i.e., rounds).37 As more patients go online, cyber-
security programs become especially important as clinicians
consider discussing and potentially showcasing relevant and
useful online resources (e.g., videos, social media channels,
websites, etc.).38,39 Cybersecurity training competes against
clinical training, which is naturally perceived as havingmore
immediate benefits and directly related to the clinician’s job
roles. As such, programs must be concise and effective while
highlighting the relevance and the urgency of the matter.40

Health care leaders and managers should also recognize
the importance of information security and foster an envi-
ronment that is conducive to achieving protecting the data of
the organization, including patient information.41 Future
work should investigate the alignment of the information
security programs at healthcare facilities and the existing
national strategies, policies, regulations, and frameworks.42

This alignment should also include the training of relevant
stakeholders at every level, both inside and outside the
healthcare system (e.g., insurance companies, law enforce-
ment agencies, etc.).43

Limitations and Future Research
This research draws on a cross-sectional sample from a
diverse pool of participants working at public health care
organizations. The findings only provide information about
professionals’ self-reported attitudes and behavior regarding
information security. Since our entire sample was from
Kuwait, we were unable to tease out any cultural or con-
text-specific deviance in attitudes and awareness of cyber-
security, though this may an avenue for future research.

While trying to gather as large a random sample as
possible, we are certainly susceptible to sample selection
bias, whether due to the facilities that we were able to
approach or due to the voluntary nature of responses. We
would expect that more remote institutions and less-aware
professionals are less likely to participate in the survey. In
any case, we had to accept these risks to achieve a decent
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sample size, and the descriptive statistics showed represen-
tative distributions with regards to gender, age, and health
institution represented.

The cluster analysis regarding internet browsing behavior
produced some interesting insights. Nonetheless, we recog-
nize that it misses some important aspects related to internet
usage, particularly the duration of time spent on each type of
website and purpose (i.e., visiting YouTube to educate patients
versus for personal entertainment). Another dimensionworth
exploring is to consider whether breaches happen due to
personal devices or work computers since people’s behaviors
can be vastly different when using personal vs work devices.

Conclusion

The security behaviors of health care professionals are criti-
cal to the protection of the organization against these
threats. Therefore, it is imperative for professionals working
in healthcare facilities to play an active role in protecting
patients confidentially, ensuring data privacy, and under-
stand relevant information security policies. The findings of
this study can provide some guidance about how to target
health care professional training to mitigate cybersecurity
risks. There is a need for ensuring that physicians receive
adequate cybersecurity training, despite the opportunity
costs and other issues competing for their attention. Future
studies should examine the available national regulations,
standards, and guidelines on health information security and
suggest opportunities for improvement. It is alsoworthwhile
to investigate similar healthcare systems around the region.
While there may be security threats of using the internet at
work, clinicians can benefit from access to readily available
evidence-based resources that can aid their care practices.

Clinical Relevance Statement

Health information technology (IT) has become a fundamen-
tal infrastructural component in many health care facilities.
However, this critical infrastructure is constantly threatened
daily by cyber-attacks, affectingmillions of patients and their
private information. Health care institutions are no longer
immune to the growing threats of cyberattacks. The security
behaviors of health care professionals are critical to the
protection of the organization against these threats. There-
fore, active efforts must be made to ensure the preparedness
and awareness of professionals.

Multiple Choice Questions

1. Which of the following is true with regards to cyberse-
curity in a health care setting?
a. Training and raising awareness of health care profes-

sionals is critical.
b. Health information technology has become an integral

infrastructural component in many health care
institutions.

c. Health care data breaches have critical consequences
that can be costly.

d. All of the above.

Correct Answer:Option d is the correct answer. As health
care institutions and hospitals increasingly rely on health
information technology solutions (e.g., electronics health
record), training, and raising awareness of health care
professionals and staff at any health care institution is of
utmost importance. The consequences of cybersecurity
incidents (e.g., data breaches) can have negative and
costly impact on the organization, the patients, and
professionals.

2. When developing a cybersecurity program at a hospital, it
is important to:
a. Ensure adequate training and awareness of organiza-

tion’s security policies and procedures.
b. Encourage the use of personal devices and emails.
c. Allow unrestricted access to the internet using the

organization’s network.
d. The Information Technology Department/Division is

solely responsible for the cybersecurity program.

Correct Answer: Option a is the correct answer. Concise
and effective cybersecurity training and awareness of
organization’s security policies and procedures is an
essential as part of any cybersecurity program and should
be mandated for all staff. All professionals working in
health care facilities, and in every department/division
must play an active role in protecting patient confiden-
tially, ensuring data privacy, and understand relevant
information security policies.
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