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Abstract Background The growing interest in the secondary use of electronic health record (EHR)
data has increased the number of new data integration and data sharing infrastructures. The
present work has beendeveloped in the contextof theGermanMedical Informatics Initiative,
where 29 university hospitals agreed to the usage of the Health Level Seven Fast Healthcare
Interoperability Resources (FHIR) standard for their newly established data integration
centers. This standard is optimized to describe and exchange medical data but less suitable
for standard statistical analysis which mostly requires tabular data formats.
Objectives The objective of this work is to establish a tool that makes FHIR data
accessible for standard statistical analysis by providingmeans to retrieve and transform
data from a FHIR server. The tool should be implemented in a programming environ-
ment known to most data analysts and offer functions with variable degrees of
flexibility and automation catering to users with different levels of FHIR expertise.
Methods We propose the fhircrackr framework, which allows downloading and flatten-
ing FHIR resources for data analysis. The framework supports different download and
authentication protocols and gives the user full control over the data that is extracted from
the FHIR resources and transformed into tables. We implemented it using the program-
ming language R [1] and published it under the GPL-3 open source license.
Results The framework was successfully applied to both publicly available test data
and real-world data from several ongoing studies. While the processing of larger real-
world data sets puts a considerable burden on computation time and memory
consumption, those challenges can be attenuated with a number of suitable measures
like parallelization and temporary storage mechanisms.
Conclusion The fhircrackr R package provides an open source solution within an
environment that is familiar to most data scientists and helps overcome the practical
challenges that still hamper the usage of EHR data for research.
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Background and Significance

Background
The digitalization of the health sector produces a growing
interest in the use of electronic health record (EHR) data for
clinical research. With the rise of the coronavirus disease
2019 pandemic, the need to share large-scale, near real-time
patient data has shifted into focus1–3 and there has been
increasing activity in building new infrastructures4,5 for data
integration and data sharing.

In the context of this growing activity, the Health Level
Seven (HL7) Fast Healthcare Interoperability Resources
(FHIR) standard6 has developed into one of the most popular
interoperability standards worldwide. From the creation of
FHIR profiles7 to the mapping8 and usage of the FHIR
standard for data sharing, data visualization, and data quality
assessment,9–13 a vast number of projects using FHIR con-
tinues to grow all over the world.

Following this trend, the German Medical Informatics
Initiative (MII)14 established 29 data integration centers in
university hospitals across four consortia to integrate EHR
data using FHIR. The FHIR standard focuses on the exchange
of health care data and defines around 160 so-called resource
types, each of which stands for a distinct entity of informa-
tion that can be transferred using standard web technolo-
gies.15While FHIR iswell-established as a standard in clinical
data exchange, for example, for medical applications, Duda
et al16 have found that it is less commonly used in clinical
research. Since FHIR is optimized to describe and transfer
medical data of individual patients, it is less tailored to
statistical analysis of patient cohorts and other applications
requiring tabular data. FHIR resources are represented as
interlinked JSON or XML objects instead of the matrix-like
structures and cannot be handled by most statistical soft-
ware. The proposed framework is based on the XML repre-
sentation of FHIR, which is also used throughout this article.

We developed a framework for extracting and reshaping
data from FHIR resources using the well-established XPath
expression language,17which allows analysts to create tables
from FHIR data that can be processed by any standard
statistical or other software that expects tabular data. The
framework is implemented in the open-source R package18

fhircrackr19 and can be downloaded from the comprehensive
R archive network.20

In the remainder of this article, we will introduce the
basics of the FHIR standard followed by a conceptual de-
scription of how the fhircrackr framework builds on this
standard. Then, we will illustrate the framework with a
reproducible example using open access test data and con-
cludewith a discussion of the framework in light of currently
ongoing studies, which use real-world EHR data for statisti-
cal analyses in several areas of biomedical research.

FHIR Basics
The FHIR standard is used to describe data originating from
clinical routine documentation. In this standard, all data
elements are represented as so-called FHIR resources. A
single FHIR resource holds a specific piece of information
like a laboratorymeasurement, demographic information on
a patient, or the description of amedical procedure. A full list
of currently defined FHIR resources can be found at: https://
www.hl7.org/fhir/resourcelist.html. Two simplified examples
are shown in ►Fig. 1, where information on a patient and a
measurement of her body temperature are represented in
the form of a Patient resource and an Observation resource,
respectively.

Ideally, every FHIR resource holds the machine-readable
information that is needed to interpret the data including its
provenance, the actual data point (e.g., the body temperature
measured), the metadata (e.g., the unit and date), and refer-
ences to other resources thedata relates to (e.g., the patient the
temperature is taken from). The nested structure of the

Fig. 1 Simplified Patient and Observation resources.
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resource is needed because EHR data, like other kinds of data
that is exchanged in discrete units, has an inherently nested
structure. In the FHIR R4, the most recent version of the
standard, there are around 160 resource types, each of them
devoted to a specific kind of medical information. In theory,
each FHIR resource is individually retrievable from the server,
but for statistical analysis, they are mostly downloaded in
bundles. A FHIR bundle is a collection of multiple resources
that can be exchanged and processed as a single entity. The
FHIR standard is a RESTful specification, which uses the
Hypertext Transfer Protocol (HTTP) for communication. To
download data from the server, the standard describes the
so-calledFHIR Searchparadigm, inwhich theuser specifies the
scope of the downloadeddatawith suitable search parameters
and downloads the respective resources using HTTP GET or
POST. The details of this paradigm are beyond the scope of this
article, however, extensive documentation can be found at:
https://www.hl7.org/fhir/search.html.

The structure of the FHIR standard stands in contrast to
data formats that are usually employed in data analysis. Most
statistical software expects a matrix-like structure, where
columns represent features and rows represent observations
on the set of features formed by those columns. A single body
temperature measurement, for example, could be one cell in
a matrix that has patients in rows andmeasurements of vital
signs in columns. In contrast, the FHIR representation of this
single cell would be an entire json/xml object that contains
not only themeasured temperature value but also references
to the patient it is taken from and other metadata. Informa-
tion that is contained in a single table in a classical data
analysis setting is expressed in a large number of interlinked
resources when the data is represented in FHIR. Developing a

framework bridging the gap between those two representa-
tions is the primary goal of this work.

Objectives

The objective of thiswork is to establish a tool thatmakes FHIR
data accessible for standard statistical analyses by providing
means to retrieve and transform data from a FHIR server. The
tool should have the following characteristics:

• Build on the communication interface defined by HL7
FHIR.

• Support common authentication protocols used for sen-
sitive data.

• Be implemented in a programming environment known
to most data analysts.

• Offer functions with variable degrees of flexibility and
automation catering to users with different levels of FHIR
expertise.

Methods

Two steps are necessary to make FHIR data available for
analysis: (1) download the data from the server and (2)
transform the data into a table format. To perform those
tasks, the fhircrackr framework defines a set of classes and
related functions, an overview over which can be found
in ►Fig. 2. Below, we will describe the necessary steps
sequentially.

Downloading FHIR Data
To access FHIR data, the fhircrackr framework builds on the
FHIR Search paradigm defined by HL7. The framework

Fig. 2 Overview over the classes and functions of the fhircrackr framework as described in this article. For each class, the name, attributes with
data type and most important methods are displayed from top to bottom.
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provides functionalities for the construction of FHIR search
expressions via the function fhir_url() and uses the function
fhir_search() to download the bundles. fhir_search() allows
for basic authentication and Open Authorization (OAuth
2.021) as well as automatic paging (sequential download of
search result bundles) when the result is distributed over
several bundles. Downloads can be done via GET or POST,
depending on the use case, and can easily be parallelized
when necessary. See ►Fig. 3 for a representation of the
downloading workflow. The downloading functions build
on well-established functions from the httr-Package,22 but
extend them by providing mechanisms for automatic paging
as well as helper functions for building valid FHIR search
requests and handling of common errors. The result of the
downloading process is a list of FHIR bundles, which is
represented as an S4 class23 called fhir_bundle_list. Within

this list, a single bundle is an object of class fhir_bundle_xml,
an S4 class extending xml_document from the xml2 R pack-
age.24 The FHIR bundles can be transformed into tables
(referred to as “flattening”) as described in the next section.

Flattening FHIR Data

Resource Types
Depending on the type of search request, a FHIR bundle can
contain more than one resource type. When the resources are
flattened, the fhircrackr framework constructs one table for
each resource type, as shown in ►Fig. 4. This is necessary
because the variability between resources of different types is
larger than the variability between resources of the same type.
Putting the data of all resource types in a single table would
thus create unreasonably large and sparsely populated tables.

Fig. 4 Each resource type results in one table.

Fig. 3 Workflow of the downloading process: fhir_url() creates an object of class fhir_url, which is sent to the server by fhir_search() and the
result is a fhir_bundle_list object.
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Elements to Extract
There are two modes of flattening the resources, depicted
in ►Fig. 5. Either (1) the entire structure is flattened, that is,
every element that occurs in at least one of the resources will
be turned into a column of the resulting table, or (2) a
predefined subset of the elements is extracted from the
resources. The former approach requires little knowledge
about the individual structure of the resources but can result
in very wide and sparse tables. The latter approach, in
contrast, requires some knowledge about the structure of
the resources, but will result in more concise and densely
populated tables. ►Fig. 6 provides an overview over the
workflow of the flattening process: All information needed
to flatten the resources is represented in the class fhir_ta-
ble_description, which contains the type of resource to target

(an object of class fhir_resource_type) and a list of XPath 1.017

expressions (an object of class fhir_columns) specifying
which elements of the resource to extract into the columns
of the resulting table. The function fhir_crack() runs the
extraction on all resources in the bundles, with one row
being created per resource. If a specified element is not
present in one of the resources, the corresponding cell in
the resulting table is left empty.

The generic extraction process based on a user-specified
XPath scheme ensures that the framework does not depend
on any predefined resource structure, apart from it being
valid xml. This has the advantage of making the tool com-
patible with both standard FHIR resources as well as arbi-
trary extensions to those resources and makes sure that the
tool works on all versions of the FHIR standard, like the past
STU3, current R4, and future R5 version.

Repeating Elements
To represent complex EHR data adequately, FHIR resources
can contain repeating elements, that is, elements with a
cardinality greater than one. The FHIR core specification of
the Patient resource,25 for example, defines a 0� cardinality
for the element “Patient.address,” meaning that a single
Patient resource can contain zero, one, or multiple address
elements. Creating a new column for each instance of the
element would greatly inflate the resulting table, as a single
resource with 10 address elements would result in 10
address columns. This effect worsens as the number of
elements with multiple instances increases. To counteract
this issue, the fhircrackr default puts values of repeating
elements in the same column, separated by a string that can
be defined in the table description, as depicted in ►Fig. 7. To
be able to tell apart which value belongs to which parent
element, the fhircrackr can assign an index to each entry,
which is surrounded by prespecified brackets. Together with
the XPath or header of the column, the indices allow a
reconstruction of the original FHIR structure, including the
precise position of every element. We are aware that this

Fig. 5 Two modes of flattening. The upper row defines selected columns in the column description element; the lower row extracts all available
elements as columns.

Fig. 6 Workflow of the flattening process. Information on the
resource type and columns to extract is combined in the fhir_ta-
ble_description object, which is used by fhir_crack() to flatten the
fhir_bundle_list object into a data.frame.
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default behavior violates the first normal form of database
normalization,26 which states that there should be no col-
umns with sets of values. In consultation with various
statisticians, we have however adopted the presented
solution, since searching such complex fields in the cases
considered here is easier to handle in common statistical
packages than distributing the values over several columns
or tables.

To resolve columns with sets of values, the fhircrackr
framework provides functionalities to automatically split
those values, either into a wide format with multiple col-
umns (called casting), or into a long format with multiple
rows (calledmelting).►Fig. 8 illustrates the two approaches:
In a cast table, the names of each column reflect the original
position of the element and each row represents one re-
source. In a molten table, the number of columns stays the
same and multiple entries are spread over several rows. As
opposed to casting, melting is done with respect to a specific
element (the address element in this example) and values
from all other elements (e.g., the id element) are copied into
the newly created rows. ►Fig. 9 represents the workflow of
casting or melting a table with multiple entries.

The steps described so far only aim at making the data
available in tabular form. In addition, common techniques of
data preprocessing, exploration, and visualization should

precede any statistical analysis, which however is beyond
the scope of this article. A good summary of those methods
specifically for EHR data is given by Yu et al.27

Recreating Resources
Apart from turning FHIR resources into flat tables, the
fhircrackr framework also allows data to flow in the opposite
direction, creating FHIR resources from flat tables. Because
the framework is able to remember the original structure of
the resources through column headers and indexing of
entries, it is possible to recreate the original resources
from the flattened tables. This allows the user to selectively
remove or add single elements as well as running more
complex computations to augment the original FHIR resour-
ces before sending them back to a server.

R Package fhircrackr
We implemented the above functionalities in a package
called fhircrackr using the programming language R1 and
published it under the GPL-3 open source license on the
Comprehensive R Archive Network (see “Software Availabil-
ity” below). The package requires R Version 4.1.0 or higher
and can be run on any operating system that can run R.While
the package does not have specific hardware requirements
and can be operated on a standard office notebook, the actual

Fig. 7 Repeating elements are put in the same column and separated as specified by the table description.

Fig. 8 Different ways of expanding multiple entries. fhir_cast() distributes multiple values of the address.city element over multiple columns,
fhir_melt() distributes them over multiple rows.
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requirements regarding RAM and CPU strongly depend on
the use case and the scope of the data being processed.

Results

Application to Test Data
To illustrate the basic functionalities of the package, we have
set up a simple project on publicly available test data28 at:
https://github.com/POLAR-fhiR/fhircrackr_examples. In this
project, we investigate the relationship between body mass
index (BMI) and hypertensive disease (ICD-10 Code I10 - I15)
diagnosed as a comorbidity in a small patient cohort. To
achieve this, we need to (1) compute the BMI for each patient
from downloaded Observation resources containing body
weight and body height measurements and (2) relate it to
the diagnosis information given in the Encounter and Condi-
tion resources of those patients. First, the code example shows
how the function fhir_url() is used to build the appropriate
FHIR search request which is then sent to the server using
fhir_search(). The resulting list of FHIR bundles contains Pa-
tientandObservationresources.Toflatten thoseresources into
tables, twotabledescriptions aredefinedasshown in►Fig. 10.

The function fhir_crack() is then used to create the two
tables and after some data preprocessing, the BMI is com-
puted and a list of patient IDs is used to download the
associated Encounter and Condition resources. According
to the MII implementation guide,29 which profiles an En-
counter in the German health care system that is used in the
test data, the diagnoses of a Patient are referenced in the
Encounter resource and there can be multiple diagnoses
listed in one encounter, as shown in ►Fig. 11. The table
created from those Encounters will therefore contain multi-
ple entries in the diagnosis columns, as shown in the top row
of ►Fig. 12. Those multiple diagnoses have to be spread over
multiple rows using fhir_melt(), as shown in the middle row
of ►Fig. 12 and subsequently be freed from indices with
fhir_rm_indices() as shown in the bottom row of the figure.

Then, they can be filtered for comorbidity diagnoses. Finally,
the patients with a hypertension comorbidity diagnosis can
be identified and the relationship between hypertension and
BMI can be examined with suitable statistical routines.

Application to Real-World Data
To date, fhircrackr is used in a number of ongoing studies
within the GermanMII. In the use case POLAR30 it is used for a
distributed analysis in 13 university hospitals to detect health
risks in patients with polypharmacy. The clinical trial HELP31

uses the package to evaluate a decision support system for
bloodstream infections in five university hospitals. Several
smaller studies (e.g., refs. 32 and33) showcase the usage of the
fhircrackr in publicly available GitHub repositories.34,35

In all these applications, the analysis is distributed in the
form of plain or dockered R scripts via version control plat-
forms such as GitHub, GitLab, or DockerHub. The scripts
generate tabular data on different levels of abstraction from
simple feature extraction to more complex local aggregation
for distributed learning approaches. All these approaches are
easy to implement once the FHIR data has been made
available as tables in R.

Discussion

Usage of Real-World Data
The use of nested information from real-world EHR data in
data science applications has demonstrated difficulties, and
some of them can be solved by fhircrackr.

The first challenge when downloading and processing
FHIR data is performance, regarding both memory and
computation time. Most FHIR server implementations are
optimized to handle many small, parallel requests referring
to a single patient or encounter, but are slow or even return
incomplete results when processing requests for bigger,
cross-case/cross-patient chunks of data. A comprehensive
comparison of downloading times for different FHIR server

Fig. 9 Workflow of expanding multiple entries. Starting from a compact data.frame, fhir_melt() and fhir_cast() expand this data.frame into long
and wide format, respectively.
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Fig. 10 Table descriptions for Patient and Observation resources.

Fig. 11 Excerpt from an Encounter resource that has two entries for the Encounter.diagnosis element, one for the chief complaint and one for a
comorbidity diagnosis.
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implementations is still needed though some aspects have
been discussed by Gruendner et al.36 When using fhircrackr,
the downloading time can be improved by (1) splitting
requests in smaller chunks and sending them in parallel
using the R package “parallel” and (2) by carefully choosing
the most restrictive filter criterion in the first FHIR search
request, when several FHIR search queries are combined. In
terms of memory, the XML structure of the FHIR resources
produces a lot of overhead, challenging memory capacity in
large data applications. The use of JSON instead of XML
objects might bring some merit in this case, but has not
been adopted, as there is no counterpart of XPath expres-
sions available in R so far. The same is true for FHIRPath,
which would be another alternative to XPath expressions. To
reduce memory consumption, fhircrackr allows for a variety
of options to process FHIR data batch wise, caching the
interim results, and offers built-in parallelization to speed
up the flattening process.

The second challenge lies in data privacy protection. The
fhircrackr packagehasbeendevelopedwithin theGermanMII,
where analysis of EHR data is subject to strict rules and
protection. Distributed analyses as implemented in the Data-
SHIELD framework37 offer a privacy-preserving solution, but
those frameworks can only process tabular data. In this case,
fhircrackr could serve asaparticularlyuseful connectionpiece,
unlocking the use of DataSHIELD for FHIR data, since similarly
to DataSHIELD, fhircrackr is written and executed in R.

The third challenge in using EHR data represented by FHIR
resources is data quality. A successful secondary usage of EHR
data hinges on a reliable quality assessment and careful
metadata interpretation. Proprietary data formats employed
by commercial clinical information systems often do not even
supply important metadata information. Conversely, the FHIR
standard not only provides this metadata, but also does so in a
machine-readable format. A careless application of the fhir-
crackr framework could lose this important metadatawhen it

is not selected for extraction, which at its core is a danger not
unique to using fhircrackr but common to all analyses of EHR
data. It is therefore vital that users carefully ascertain which
data elements are necessary for adequate evaluation of data
quality. Then, one solution for quality assessment is the
harmonized quality assessment framework proposed by
Kahn et al,38 which has been adapted and implemented by
Kapsner et al39 in theRpackageDQAstats. Asmostdata quality
assessment tools do, this framework builds on tabular data.
Transforming FHIR data into R tables thus allows for the use of
established frameworks and technical solutions for data quali-
ty assessment. Kohane et al40 emphasize how important a
careful and critical appraisal of the opportunities and limi-
tations of EHR-derived clinical studies is and describe the
deficits this young field still shows.

Comparison with Existing Tools
Apart from the fhircrackr, a number of other technologies for
tabulating FHIR data already exist. One of them is Bunsen,
developed by Cerner41 which allows users to analyze FHIR
data with Apache Spark. While Bunsen is valuable for users
already familiar with the cluster computing and large-scale
data processing tools provided by the Spark framework,
fhircrackr caters to a different user group rooted in more
classical, biostatistical areas of research. An integration into
the well-established parallelization processes of Spark gives
Bunsen an advantage regarding efficiency. On the other hand,
the Bunsen framework explicitly builds on certain releases of
the FHIR standard (STU3/R4) and is thus lessflexible than the
much more generic fhircrackr framework.

A recently developed tool that ismore similar to fhircrackr is
the Python-based FHIR-PYrate.42 This tool provides similar
functionalities as fhircrackr, that is, functions to download
resources from a server and flatten them according to a user-
specified scheme. A notable difference is the usage of FHIRPath
in FHIR-PYrate versus XPath in fhircrackr. Due to the limited

Fig. 12 Excerpt from the Encounters table. In the first step fhir_melt() spreads the two diagnosis entries over two rows, in the second step
fhir_rm_indices() removes the bracketed indices.
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timeboth packages havebeen available, there are no systematic
performancecomparisonsyet.However,webelievethatasound
analysis of EHR data requires the expertise and collaboration of
experts from avariety of disciplines, such as clinicians, biomed-
ical informaticians, and statisticians. Fostering the collaboration
and exchange of knowledge between those fields of knowledge
must thereforebe of thehighest priority for future usage of EHR
data in clinical studies. To achieve this, we need a toolkit
containing suitable tools for each of those diverse user groups.
The development of tools for analysis of FHIR resources in
different environments and for different frameworks is there-
fore essential and the tools mentioned above should be seen as
complementing each other.

Conclusion

The increasing application of the HL7 FHIR standard calls for
accessible tools that allow applied researchers to analyze EHR
data with all its opportunities and limitations. To our knowl-
edge, there are no established solutions for accessing and
transforming the complex FHIR data in R to make it available
for statistical analysis, reporting, or quality management.

The fhircrackr R package provides an open source solution
within the R environment, which is familiar to most data
scientists, and helps overcome the practical challenges that
hamper sound statistical analyses of EHR data to date. First
applications of the tool in medical research show that the
analysis of EHR data requires special attention in a number of
areas. From the technical side, the considerable amount of
data to be processed calls for both intelligent design of
analysis plans as well as adequate hardware to deal with
these amounts of data. From the content side, EHR data is not
collected for scientific purposes and thus should only be used
with special attention to data quality and metadata inter-
pretation. Learning from these lessons, we intend to improve
the efficiency of the fhircrackr implementation further by
carefully assessing and fixing possible inefficacies in the
code. Furthermore, wewill advocate collaboration of experts
from the diverse fields that are needed for a successful usage
of EHR data by disseminating our work in talks and work-
shops to help bridging the gap between the world of clinical
documentation and biomedical research.

Software Availability Statement
FHIR is the registered trademark of HL7 and is used with the
permission of HL7. Use of the FHIR trademark does not
constitute endorsement of this product by HL7. The R package
fhircrackr is available at: https://github.com/POLAR-fhiR/fhir-
crackr and https://cran.r-project.org/package=fhircrackr and is
released under the GPL-3 open source license.

Simple examples of its usage can be found at https://
github.com/POLAR-fhiR/fhircrackr_examples and in the
vignettes of the package.

Clinical Relevance Statement

The fhircrackr framework provides an open source, easy to
use tool to process FHIR resources for the secondary use of

EHR data. Unlocking this data for medical data scientists and
statisticians paves theway for innovative research improving
patient relevant outcomes as well as health care systems on a
broader level.

Multiple-Choice Questions

1. How can the user define which FHIR resource elements to
extract with the fhircrackr?
a. With JSONPath expressions
b. With XPath expressions
c. With FHIRPath expressions
d. With plain text descriptions of the element

Correct Answer: The correct answer is option b. The user
can define elements to extract using XPath expressions,
because the resources are represented as xml resources in
the fhircrackr framework.

2. How does the fhircrackr handle repeating elements in a
FHIR resource?
a. Only the first element is extracted into one cell.
b. Only the last element is extracted into one cell.
c. All elements are extracted into one cell.
d. The corresponding cell is left empty.

Correct Answer: The correct answer is option c. Per
default the fhircrackr extracts all repeating elements
into the same cell of the resulting table, separated by a
prespecified string.

Protection of Human and Animal Subjects
Artificial EHR data were used for developing and testing
this software. No formal intervention was performed and
no additional (patient-) data were collected.
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