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Summary

Objective: This paper surveys a subset of the 2022 human and
organizational factor (HOF) literature to provide guidance on
building a One Digital Health ecosystem.

Methods: We searched a subset of journals in PubMed/
Medling for studies with , human factors” or , organization” in
the fitle or abstract. Papers published in 2022 were eligible for
inclusion in the survey. Selected papers were categorized info
structural and behavioural aspects fo understand dig-
ital health enabled inferactions across micro, meso,
and macro systems.

Results: Qur survey of the 2022 HOF literature showed that
while we continue to make meaningful progress at digital health
enabled inferactions across systems levels, there are still chal-
lenges that must be overcome. For example, we must continue
fo grow the breadth of HOF research beyond individual users
and systems to assist with the scale up of digital health systems
across and beyond organizations. We summarize the findings

by providing five HOF considerations fo help build a One Digital
Health ecosystem.

Conclusion: One Digital Health challenges us fo improve coor-
dination, communication, and collaboration befween the health,
environmental and veferinary sectors. Doing so requires us fo
develop both the structural and behavioural capacity of digital
health systems at the organizational level and beyond so that we
can develop more robust and infegrated systems across health,
environmental and veferinary sectors. The HOF community has
much fo offer and must play a leading role in designing o One
Digital Health ecosystem.
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1 Introduction

Human and organizational factors (HOFs)
are important contributors to biomedi-
cal informatics research and education.
HOFs encompass both human factors and
organizational factors and while those
two entities are distinct fields, they are
complementary to one another. Human
factors and ergonomics (HFE) focus on
the study of human work systems to better
understand the interactions between peo-
ple and their systems of work, including
organizational factors, so that technology
fits and is aligned with the context and
behaviours of work as intended to be done,
rather than technology driving how work
is done [1, 2]. At the same time, there is
growing need to understand the diversity of
organizational factors that span micro level
issues such as workflow and communication
models to meso and macro level factors
(such as change management, politics, and
leadership) so we can better understand how
organizational factors impact health infor-
mation technology (HIT) implementation
and usage within a setting [3-5].

A common thread between HFE and
organizational factors is a focus on the over-
all system where HIT is used. One Digital
Health (ODH) is the intersection of One
Health and Digital Health that integrates
the holistic view of One Health (i.e., human
health, animal health, and the surrounding
environment) with the various aspects of
digital health including the collection and
storage of information and its use to enable
personalized care delivery and the pursuit
of broader human and population health
goals [6]. While ODH is a new concept, it
represents a variation on systems thinking,
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an approach that describes the interactions
across system components to understand
system behaviour over time [7-8]. Systems
thinking has been used in biomedical infor-
matics research to study aspects of health
delivery including information complexity,
the way in which different types of complex-
ity impact HIT over time, and complexity in
environments like critical care [9-12]. The
value in systems thinking is that it allows
us to look beyond any one system concept
to better understand the myriad of system
concepts and how they interact with each
other and evolve over time.

A challenge in studying HOFs is that they
are abstract and may not be directly visible
in the day-to-day use of digital health tools.
HOFs often present themselves as unintend-
ed consequences of HIT implementation
such as workflow, communication, or power
issues [13]. It has been advocated that we
need to find ways to help visualize and frame
HOFs to make them more explicit and easier
to study in a particular context [14-15].

Over time we have seen an evolution
of HOF studies from reactive to proactive
to enable us to incorporate HOFs into the
upstream design of digital health tools rather
than reacting to the emergence of unintended
consequences. An example of the evolution
of HOF studies is the Systems Engineering
Initiative for Patient Safety (SEIPS) model
developed by Carayon et al. [16]. The initial
SEIPS model was designed as a framework
to improve our understanding of the system
factors that contribute to patient safety, while
latter iterations of the SEIPS model have
evolved such as including the concept of the
patient journey to describe the spatio-tempo-
ral distribution of patients’ interactions with
multiple care settings over time [17].
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A key focus of HOF studies is on how
different users interact with HIT and the
range of organizational and other contextual
factors that influence these interactions [14,
18]. While the study of these interactions
can include human factor and usability
considerations at the human-technology
interface, they can also include the broader
micro, meso, and macro systems beyond
the individual user-technology interface.
In fact, we are seeing more attention being
paid to the broader systems where HOFs
exist and the need for systems thinking
approaches to help understand how tech-
nology and users interact [11, 15]. ODH
is the integration of human, environmental
and animal ecosystems and our ability to
implement ODH will only be as good as our
ability to enable meaningful interactions
across various users, settings, and sectors
and to help these interactions evolve over
time. To that end, the HOF community
can play a key role in developing a ODH
ecosystem by enabling interactions across
system sectors.

This paper surveys a subset of the 2022
HOF literature to provide guidance on
building a One Digital Health ecosystem.
The forthcoming sections describe the
method for how we obtained and analyzed
the literature. We then present the results of
our survey where we characterized the liter-
ature according to structures and behaviours
followed by an integration of the findings
as HOF considerations for building a ODH
ecosystem.

2 Methods

Drawing on the approach and style of pre-
vious years’ HOF review papers (e.g., [2]),
we surveyed literature published in 2022 to
identify papers studying HOFs. As ODH
is a new concept there are very limited
papers on ODH and HOFs and a survey of
that topic was not possible. As described
above, the ODH ecosystem is about digital
health enabled interactions across human,
environmental, and animal ecosystems.
The means by which we enable interactions
across micro, meso, and macro levels will be
crucial to the success of ODH, and the HOF
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community can make a key contribution to
helping build this capacity. Therefore, we
focused our survey on literature that pro-
vided HOF perspectives on digital health
enabled interactions at micro, meso, and
macro levels.

We reviewed journals affiliated with
the International Medical Informatics
Association (https://imia-medinfo.org/wp/
publications/), the following journals were
surveyed: Applied Clinical Informatics,
Informatics for Health and Social Care, In-
ternational Journal of Medical Informatics,
Journal of the American Medical Informatics
Association, and the Journal of Biomedical
Informatics. We also surveyed the Journal of
Medical Internet Research and the proceed-
ings of the American Medical Informatics
Association (AMIA) Annual Symposium.
We searched the above journals and the
AMIA Annual Symposium proceedings in
PubMed/Medline for studies with “human
factors” or “organization*” in the title or
abstract. Papers meeting the above criteria
and published in 2022 were eligible for
inclusion in the survey.

Analysis of Findings

While our interest was in understanding
digital health enabled interactions across
micro, meso and macro systems, we wanted
some explicit means to characterize and de-
scribe the interactions. Fig. 1 shows how the
papers were analyzed. We first analyzed the
surveyed papers to understand the different
digital health enabled interactions at micro,
meso, and macro levels. We then drew on
previous HOF research that described the
need to characterize and define the struc-
tural and behavioural aspects that enable
interactions across people, technology,
and processes at micro, meso, and macro
levels [15,18]. Structures and behaviours
provide an explicit means of labelling and
understanding HOF issues at micro, meso,
and macro levels. Therefore, papers were
manually categorized into structural and
behavioural aspects to understand the types
of structures that enable interactions but also
how user behaviours influence and define
how the structures are used and adapted in
different settings and contexts [19].

3 Results

Below we present our survey of the 2022
HOF literature categorized according to
structures and behaviours followed by an
integration of the findings as HOF consider-
ations for building a ODH ecosystem.

3.1 Structures

Structures refer to people, processes, and
technologies and how they are integrated
as part of a digital health ecosystem [19].
Structural configuration may describe differ-
ent types of users (e.g., patients, providers,
administrators), technologies (e.g., electron-
ic health record (EHR) or personal health
record (PHR)) or care delivery processes or
modalities (e.g., communication, decision
support, synchronous vs asynchronous) and
how they interact as part of care delivery at
and across micro, meso, or macro levels.

As expected, our review saw a range of
studies focusing on different technologies
and across different system levels. Many
of the surveyed papers studied HOFs using
specific technologies including mental health
consultation [20, 21], online consultations
[22, 32], clinical decision support systems
(CDSS) [23], electronic medication man-
agement systems [24], video consultation
[25-26], aged care systems [27] and tele-
medicine [36]. The context of use for these
systems included hospitals [23, 28-34],
residential aged care homes [27], and com-
munity health facilities [35]. Eleven papers
were review papers and described a range
of technology, users, and processes [20-22,
26-27,31, 37-41].

Some papers also described systems
that could be classified as complementary
structures in that they supported other pro-
cesses. Abraham et al. studied an anaesthesia
control tower that remotely monitors surgery
to assist with supporting factors such as
situational awareness as part of reducing
potential errors or other adverse events [46].
Komenda et al. developed a control centre for
ICU monitoring that provides information
on capacities of intensive care in real time
as well as a module for online entering and
overall record-keeping of requirements on
medications for COVID-19 patients [33].
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Fig.1 Conceptual model for analysis of surveyed papers.

Elkefi reviewed the use of digital twins,
defined as twinned systems, processes, and/
or products, and how they can expand digital
health capacity by providing supplementary
support for tasks such as safety management,
information management and operational
control [37]. Abasse et al., described a col-
laborative writing application (CWA) that
provided flexible support for knowledge
management or for monitoring disease prog-
ress during the COVID-19 pandemic [39].

Classic user-technology interface issues
such as usability continue to be a focus of
HOF studies [23, 26, 27, 34, 42, 45]. While
individual user factors play a part in system
related errors, so do organizational and oth-
er contextual factors [24], highlighting the
need to evaluate system structures beyond
the level of the individual user interface.
HIT may provide satisfactory support for
collaboration and information exchange
between professionals in the same organi-

zation but can be problematic when scaled
up to cross-organizational collaboration,
and information exchange [42]. Pullman et
al. showed that an electronic clinical quality
measure (eCQM) varied by state and orga-
nizational level policies [43].

While some structural elements (e.g.,
technology) are fixed at a point in time,
other structural elements that interact with
technology (e.g., people and processes)
can evolve over time. Woods et al. [44]
described the need to accommodate digital
health maturity through development of a
Digital Health Infrastructure (DHI) across
four dimensions; governance and workforce;
interoperability; person-enabled health;
and predictive analytics. Their study also
highlighted how digital health maturity can
evolve unevenly and that dedicated attention
must be paid to development and monitoring
of all health maturity dimensions.

Finally, The HOF community continues
to develop principles or approaches for sys-
tems design that proactively address HOF
issues. Solomonides et al. [47] developed
a set of principles for engagement with Ar-
tificial Intelligence (Al) and for continued
evolution of Al in biomedical and healthcare
applications. Bedoya et al. [48] identified a
gap where Al or machine learning models are
developed without due attention to clinical
or operational impact. To address that issue,
they developed a framework that combines
current regulatory best practices and life-
cycle management of predictive models
being used for clinical care. Data journey
modeling was used a means to better un-
derstand sociotechnical barriers as part of
our pursuit of digital transformation [49].
The Consolidated Framework for Imple-
mentation Research (CFIR) Approach was
adapted into an optimization methodology
that that helped manage organizational
change due to EHR implementation through
organizational optimization of clinical and
operational workflows [50].

3.2 Behaviours

Behaviours describe how a structural triad
of people, processes, and technology works
in a specific setting or context. A particular
focus of system behaviours is how peo-

[MIA Yearbook of Medical Informatics 2023



204
|

Kuziemsky

ple and processes evolve in their use of
digital health over time and how system
behaviours present across micro, meso,
and macro levels.

3.2.1 Micro

The micro level refers to individual be-
haviours and interactions with HIT as part of
care delivery or other health service-related
tasks. As mentioned above, while individual
usability and human factor issues remain a
focus of HOF research, research is starting to
explore how addressing these issues requires
purposeful attention beyond the individu-
al-technology interface. Viitanen et al. [42]
highlight an important point in that usability
and human factor studies must be done with
all user groups that will be using an HIT
system owing to different system behaviours
by different users. Their study showed that
social welfare professionals scored a system
more favourable than physicians or nurses
due to the fact the latter two professions have
a more hectic work environment including
higher documentation demands [42]. Zhai
et al. [23] used the Fit between Individuals,
Task, and Technology (FITT) framework to
study CDSS implementation across nurses
and found that while user resistance and
usability are core issues to manage, doing so
goes well beyond the user-technology inter-
face and included system-related, user-related,
and organizational factors. Hilty et al. [31]
state how we need to be more purposeful in
designing technology that helps implement
the Quadruple Aim goals such as clinician
burnout and doing so requires a multilevel ap-
proach that targets multiple factors including
clinical, human factors, training, professional
development, and administrative workflows.
Harahap et al. [35] found that while individ-
ual factors such as perceived usefulness and
ease of use are important facilitators of per-
sonal health record adoption, so are broader
factors such as digital literacy. Other studies
also emphasized the need to study HOFs
across a broad range of user behaviours as
factors such as digital and health literacy
can impact user interactions with HIT and
will vary by group [26].

While most of the surveyed papers focused
on clinicians, we continue to see studies
assessing system behaviours of patients and
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other user groups. Wang et al. [38] defined
the digital patient experience as “the sum
of all interactions affected by a patient’s
behavioural determinants” recognizing that
patients may have different motivations or
expectations for HIT supported therapy.
When looking at system behaviours beyond
an individual group, we must account for the
fact that different users may have different
expectations for how HIT should be used.
Holmgren et al. [51] showed that COVID-19
led to more patients using telemedicine,
which increased clinicians workload because
of great messaging and other communication
from patients. The degree and modality (e.g.,
video, phone, asynchronous messaging) of
telemedicine-enabled communication must
be negotiated across different user groups.
Bail ef al. [27] studied HIT in residential
care homes and found that while usability
and system acceptability were well covered
at a clinical level, there is a need to expand
outcomes to quality and safety of residents
and their families.

Some papers presented innovative ap-
proaches for understanding and helping
understand micro level system behaviours.
Hueget et al. [32] studied economic viability
of a teleconsultation system and showed that
attention must be paid to characteristics of
the system’s users, as it influences system
performance and outcomes such as cost-effi-
ciency. Their approach used a novel discrete
simulation system to better understand user
scenarios and how different system config-
urations impact economic outcomes of the
system [32]. Cifra et al. [34] developed a
semiautomated electronic feedback system
that delivered timely and relevant pediatric
intensive care unit (PICU) patient outcome
feedback to referring ED physicians. The
ED physicians appreciated the opportunity
to learn from the feedback and stated the
feedback process was well integrated into
their clinical workload.

3.2.2 Meso

The meso level is where system behaviours
and user interactions extend beyond indi-
vidual users into organizational systems,
including how individual tasks scale into
team-based tasks. Some of the surveyed
papers described how individual level re-

quirements transitioned or scaled up to team
or other organizational level settings. Of
significance is that these papers continue to
highlight the importance of understanding
the bigger system of processes, tasks and
other system concepts that exist outside
the user-technology interface. Barriers
and facilitators to CDSS implementation
included system-related, user-related, and
organizational factors [23]. Individual-cen-
tered interventions are not enough, and they
must be complemented with organizational
focused interventions [23]. Harahap studied
personal health record adoption in Indone-
sia and showed that while individual and
technological factors impact PHR adoption,
so do organizational factors [35]. Scale up
of video consultations requires a mix of top
down and bottom-up approaches to ensure
systems have technical dependability but
also are aligned with the social and cultural
context where they will be used [25]. Mit-
igating negative unintended consequences
from online consultation systems requires
integration with the technical systems
(e.g., software) and with organizational
workflows [22].

Organizational strategies for clinician
engagement are one means of understand-
ing and preventing burnout and other
adverse outcomes. Sung et al. [26] suggest
that internal HIT factors and external
human factors at the organizational level
both influence HIT implementation and
it is important to understand both these
perspectives. An organizational-level EHR
strategy supports an understanding of
evolving needs and sentiments of clinicians
as a precursor to mitigating issues such as
burnout [53]. Similarly, a Physician En-
gagement Strategy with four components:
engage, inspire, change, and measure was
developed to reduce the burden of EHR use
on physicians [28]. Chen ef al. [29] high-
lighted how developing clinical informatics
competencies at the organizational level
is needed to complement individual level
competencies.

HIT is often designed and evaluated
from the perspectives of individuals, but we
are increasingly seeing more care delivered
via teams. A key meso level behavioural
issue is the movement from individual
to team based or collaborative tasks. An



issue is that HIT may work well at the
individual level but encounter scalability
issues when it must support collaboration
or teamwork [42]. While frameworks
such as the FITT framework evaluate the
individual user-technology interface they
do not adequately assess HIT support for
interdisciplinary collaboration [23]. When
HIT fails to adequately support teamwork
we see workarounds or manual processes
such as for data transfer or other tasks,
which leads to a significant administrative
burden on clinical teams [50]. While we
often transition or scale processes from the
micro to the meso level [49, 53], we can
also use blended approaches that start at the
team or organizational level and then scale
down to individuals [25, 49].

Despite the above issues on moving from
individual to team-based care delivery, it
is comforting that studies have started to
address the need for HOF research to look
at the scale up of individuals into teamwork.
Carayon et al. [53] highlight an important
factor in that team-based care delivery needs
to be factored into system design and that
incorporating HFE principles into design can
help develop usable technology that support
diverse care teams. Similarly, Guilabert et
al. [54] developed a tool to assess funda-
mental aspects of multi-disciplinary care
teams including collaboration and commu-
nication, leadership, and the organizational
environment.

3.2.3 Macro

The macro level is where the micro and
meso levels scale to policy, funding, human
resource, and other macro level system fac-
tors. A study of eHealth adoption in India
identified several barriers, many of which
were macro system issues including cus-
tomer engagement, and customer loyalty,
literacy in eHealth, lack of motivational
value for elderly people, unclear benefits,
lack of trust, and cultural ethical challenges
[55]. A key shortcoming was highlighted in
a review of telemedicine policies in China
where they found most of the existing pol-
icies were related to platform construction
and other technical elements with far less
policies on how the structural elements were
used to enable care delivery such as service
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operation and application and organiza-
tional management [36]. While scalability
issues across all system levels are common
and often present as problematic [25],
system scalability when done properly can
provide positive benefits. Creative Writing
Applications offered scalability and adapt-
ability benefits that accelerated achieve-
ment of macro level goals like knowledge
translation and knowledge management
during the COVID-19 pandemic [39].

ODH is about broader health system
goals such as coordination and communi-
cation, but system design often focuses on
support for micro level tasks and outcomes
such as efficiency. Broader system level
outcomes as patient safety, enhancement
of team-based care, and prevention of pro-
vider burnout will not be achieved unless
we explicitly design and evaluate systems
to support those goals [28, 31]. Prevention
of provider burnout and fatigue has to go
beyond the design of technology at the in-
dividual level and must be evaluated with
macro goals like the Quadruple Aim in or-
der to support providers* well-being and to
prevent workload burden, fatigue, and burn-
out [31]. Implementation and a multi-level
design approach with objective measures
for clinical, human factors, training, pro-
fessional development, and administrative
workflow are needed for the realization of
macro level outcomes [31]. We also need to
appreciate that while HIT may be designed
for a certain purpose, it may need to be
adapted to move from supporting micro
level behaviours such as efficiency to macro
level outcomes such as safety [25]. We must
get into a mindset for digital health design
that considers the broader ecosystem where
digital health is used such as supporting
regional interoperability at the macro level
and specialty-specific views of data to sup-
port multi-organizational clinical services
at the micro level [35, 39, 44, 50].

Some studies provided approaches to
understand the transition across sectors
to achieve macro level goals. Data science
was suggested as a means of developing
Research Patient Data Repositories that
go beyond machine-readable standards
by also focusing on the integrated data
industry view [56]. Big data technology
could assist the development of medical

collaborative networks that support care
delivery across organizations [57]. Rich-
ardson et al. [58] advocated for regional
cooperatives to develop electronic clin-
ical quality measures (eCQMs) because
they determined neither EHRs alone nor
centralized data sources alone could oper-
ationalize eCQMs. Cooperatives enabled
economies of scales for solutions and
resources that often are unavailable to
small-to-medium-sized practices.

Bhattacharyya et al. [59] highlight an
important issue in that while we need to
support innovation in health care delivery,
hospitals and care delivery centres focus on
day-to-day care delivery, which is distinct
from exploring new services or care delivery
models. They suggest that an innovation
agenda requires different incentives for
how to build internal capacity and measure
success.

3.3 HOF Considerations fo help
build a ODH Ecosystem

We summarize the reviewed literature by
identifying a set of five HOF considerations
to help build a ODH ecosystem (Figure
2). The considerations emerged out of the
findings from our survey. While several
HOF issues were identified in this paper, we
focus on the five HOF considerations that
we believe will provide the best quick wins
for moving ODH forward. The five HOF
considerations are not linear or stand alone
but rather are embedded across each other
and the micro, meso, and macro systems
where HIT is used.

1. Enabling and Monitoring System
Maturity - While digital health tools
are implemented at a point in time, the
system structures, and behaviours that
are enabled by the tools will continue to
evolve over time [44]. As ODH capacity
develops it will bring with it new system
requirements and these must also be
factored into the existing systems in the
health, agricultural and environmental
sectors. However, our pursuit of ODH
will not be successful if we solely focus
on developing system structures rather
than defining and supporting the range
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of system behaviours that will interact
with the structures. System structures
and behaviours must be co-designed as
a symbiotic system.

. Sustained User Engagement is Essen-
tial — The first rule of HOF studies is put
the users in the centre of the design and
then other aspects will fall into place.
This is a challenging time for global
health systems as the COVID-19 pan-
demic continues to disrupt health systems
worldwide. HIT induced burnout was a
challenge before the pandemic and it only
got worse because of it. ODH will only be
as successful as how we engage with users
of all types including patients, providers,
and administrators in the heath sector and
similar users in the environmental and
veterinary sectors. Some of the surveyed
papers provided examples of engagement
strategies [28, 53] and we should look to
these as a starting point for engagement
strategies while expanding and scaling
where need be.

. Team Based Competencies Must be
Developed — A common theme in our
survey was the challenge in moving from
individual to team or collaborative tasks
[25, 44, 49, 53]. On one hand, ODH

really is collaborative care delivery at a
very large scale, but we cannot design
and evaluate collaborative systems
from an individual user perspective and
expect it to scale up to support team-
based care. The individual-collaborative
interchange that describes the movement
from individual to team-based tasks
must be explicitly accounted for in
systems design and evaluation [15]. As
we develop a ODH ecosystem it will
increase the scale of collaboration across
institutions and sectors and team-based
system behaviours must be developed
as part of growing system-based com-
petencies such as integrated data and
communication systems.

. Separate out Innovation from Day-to-

Day Operations — The need to support
innovation was emphasized in some
papers (e.g., [25, 32]) but it was pointed
out that innovation is a different process
from day-to-day care delivery tasks [59].
System design to support day-to-day
care delivery is more purposeful while
innovation is more exploratory and
may have different goals and outcomes.
ODH is a very ambitious endeavour that
will require an interdisciplinary system

design mindset and focused time in the
design sandbox. System innovation and
a learning health systems mindset will
be key building blocks of ODH. We
will need to find the balance between
providing necessary digital health sup-
port for day-to-day care delivery and
operations and for pursuing the design
of innovative systems.

. System Design to support HOFs must

be Purposeful and Explicit — HOFs
have long been an invisible aspect of
digital health systems. Our review
described how telemedicine has pol-
icies to govern technical aspects of a
telemedicine system but far less policy
development to govern the operational
management and organizational aspects
of the system [36]. We cannot imple-
ment a ODH ecosystem and hope for
the best with respect to HOFs as such
a plan will lead to unintended conse-
quences and user dissatisfaction. ODH
requires purposeful design to support
the interactions needed for it to succeed.
We must leverage the substantial body
of HOF research that already exists to
purposefully design a ODH system that
proactively accounts for HOFs.

One Digital Health
Ecosystem

Macro

Meso

HOF Considerations to help build a One Digital Health ecosystem
Enabling and monitoring system maturity

Sustained user engagement

Development of team based competencies

Balance innovation and day-to-day operations

Be purposeful and explicit in incorporating HOFs into system design

e wne
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Fig. 2 Human and Organizational Factor Considerations to help build a One Digital Health ecosystem.



4 Discussion

Our survey of the 2022 HOF literature high-
lighted a range of studies that provided valu-
able insight for helping grow One Digital
Health (ODH) capacity. HOFs are essential
pieces for the design of a safe and efficient
healthcare system [60], and this paper pro-
vided direction for doing that by reviewing
digital health enabled interactions at
micro, meso, and macro levels and
then characterizing the interactions from
the perspective of system structures and
behaviours. HOFs must be studied upstream
in the system design process so they can be
properly characterized and incorporated into
the design process. Our survey affirmed that
we need to pay attention to both the structural
and behavioural aspects of digital health sys-
tems as the user behaviours that interact with
system structures are a key part of building
a sustainable digital heath ecosystem. User
behaviour and organizational needs emerge
over time and ongoing understanding and
managing them must be a purposeful part
of systems design. ODH challenges us to
improve coordination, communication, and
collaboration between the human health,
environmental, and animal systems [6].
Doing so requires a shift from siloed sys-
tems focused on one sector to those that can
move seamlessly across micro, meso, and
macro levels to strengthen the overall ODH
ecosystem. Our survey showed that while
we continue to make meaningful progress
at enabling interactions across systems lev-
els, there are still challenges that must be
overcome. For example, we must continue
to grow the breadth of HOF research beyond
individual users and systems to assist with
the scale up of digital health systems across
and beyond organizations. It is inspiring
that our survey of HOF literature showed a
growing body of research on understanding
system behaviours at the organizational
level and beyond so that we can develop
more robust and integrated digital health
systems across micro, meso, and macro
levels. Overall, our pursuit of ODH will
require innovative approaches for individual
and public health delivery while also requir-
ing us to develop an integrated ecosystem
across human health, animal health, and
surrounding environmental systems.
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ODH is an ambitious effort to create an
integrated global health system. It may be
anew concept but the notion of connecting
different agents (e.g., patients, practitioners,
policy makers) across disciplines and set-
tings is not new. To that end, ODH is not
immune from HOF issues such as those
described in this paper. ODH challenges us
to think beyond health systems by bringing
in the need to integrate environmental and
veterinary ecosystems, but this expansion
brings with it new interactions and com-
munication and data exchange needs across
micro, meso, and macro levels. ODH will
not be realized by broad macro level strat-
egies that are not sufficiently grounded in
the day-to-day tasks and front-line context
where health, veterinary, and environmental
services are delivered. Delivering on the
potential of ODH will require a dedicated
effort to study and manage HOFs as part of
system design.

Our categorisation of the HOF literature
into structures and behaviours provides a
practical means of understanding the range
of HOFs that exist, but it also highlights the
need to pay attention to the interactions be-
tween the structural and behavioural aspects
of digital health systems. While our initial
starting point for digital health systems
often focuses on structural aspects like data
and technical architecture, it is important
to remember that structural capacity on
its own will not deliver desired ODH out-
comes. Due attention must also be given to
developing the necessary system behaviours
that are needed to deliver on the promise of
ODH. Failure to properly understand the be-
havioural aspect of digital health interactions
are what leads to unintended consequences
and other undesired outcomes.

While many HOF related issues were
identified in the paper, we developed a set of
five considerations that should be our initial
focus for moving ODH forward. Scalability
was a common theme in our survey and will
be a significant challenge in buildinga ODH
ecosystem. We must continue to make prog-
ress in developing team-based competencies
across organizations and sectors while also
ensuring we support the needs of the various
micro level systems that exist. Health sys-
tems are social structures that evolve through
a system of positive and negative feedback

loops. If we can understand how macro level
system needs influence digital health usage,
we will be better able to account for how
individual system behaviours develop and
evolve over time. This would allow to better
account for and manage the development of
the system interactions that will be needed
to develop a ODH ecosystem.

Limitations of this paper are that we only
surveyed a small cross section of studies
from a subset of journals. We also focused
on system structures and behaviours, and it
is likely that some HOF perspectives on the
topic were missed. Other HOF perspectives
on ODH is a needed area of future research.

5 Conclusions

This paper surveyed a subset of HOF papers
from 2022 from the perspective of system
structures and behaviours to understand
how the HOF community can help build a
ODH ecosystem. Development of a ODH
ecosystem requires a dedicated effort for
building an integrated ecosystem across
health, environmental and veterinary sectors
and how ODH enables meaningful interac-
tions across these sectors will be an essential
part of its growth and success. The results
from the survey were summarized as a set
of HOF considerations to support digital
health enabled system interactions and in-
clude the need to monitor system maturity,
develop collaborative capacities, and to be
explicit and purposeful in how we identify
and incorporate HOFs into systems design
to support integrated digital health systems.

References

1. Sujan M, Pool R, Salmon P. Eight human
factors and ergonomics principles for health-
care artificial intelligence. BMJ Health Care
Inform 2022;29:¢100516. doi: 10.1136/bmjh-
¢i-2021-100516.

2. Marquard J. Human Factors and Organizational
Issues in Health Informatics: Innovations and Op-
portunities. Yearb Med Inform 2021 Aug;30(1):91-
9. doi: 10.1055/s-0041-1726511.

3. Ash J. Organizational factors that influence
information technology diffusion in academic
health sciences centers. J] Am Med Inform As-
soc 1997 Mar-Apr;4(2):102-11. doi: 10.1136/
jamia.1997.0040102.

[MIA Yearbook of Medical Informatics 2023



208
|

Kuziemsky

4. Lorenzi NM, Riley RT, Blyth AJ, Southon G,
Dixon BJ. Antecedents of the people and or-
ganizational aspects of medical informatics:
review of the literature. ] Am Med Inform
Assoc 1997 Mar-Apr;4(2):79-93. doi: 10.1136/
jamia.1997.0040079.

5. Kaplan B. Addressing organizational issues into the
evaluation of medical systems J Am Med Inform
Assoc 1997 Mar-Apr;4(2):94-101. doi: 10.1136/
jamia.1997.0040094.

6. Benis A, Tamburis O, Chronaki C, Moen A.
One Digital Health: A Unified Framework for
Future Health Ecosystems. ] Med Internet Res
2021;23(2):¢22189. doi: 10.2196/22189.

7. Adam T, de Savigny D. Systems thinking for
strengthening health systems in LMICs: Need for
a paradigm shift. Health Policy Plan 2012 Oct;27
Suppl 4:iv1-3. doi: 10.1093/heapol/czs084.

8. ChangAY, Ogbuoji O, Atun R, Verguet S. Dynamic
modeling approaches to characterize the function-
ing of health systems: A systematic review of the
literature. Soc Sci Med 2017 Dec;194:160-7. doi:
10.1016/j.socscimed.2017.09.005.

9. Sittig DE, Singh H. A new sociotechnical model for
studying health information technology in complex
adaptive healthcare systems. Qual Saf Health Care
2010;19 Suppl 3(Suppl 3):i68-i74. doi:10.1136/
qshc.2010.042085

10. Kannampallil TG, Cohen T, Kaufman DR, Patel
VL. Re-Thinking Complexity in the Critical
Care Environment. In: Patel VL, Kaufman DR,
Cohen T, editors. Cognitive Informatics in Health
and Biomedicine: Case Studies on Critical Care,
Complexity and Errors. London: Springer; 2014.
p. 343-56).

11. Champion C, Kuziemsky C, AffleckE, Alvarez GG.
A systems approach for modeling health informa-
tion complexity. Int J Inf Manage 2019;49:343-54.
doi: 10.1016/j.ijinfomgt.2019.07.002.

12. Kuziemsky C, Ghazzawi A. A Systems Model of
HIT-Induced Complexity. In: Sturmberg J, editor.
Embracing Complexity in Health. Springer, Cham;
2019. doi: 10.1007/978-3-030-10940-0_16.

13. Coiera E, Ash J, Berg M. The Unintended Con-
sequences of Health Information Technology
Revisited. Yearb Med Inform 2016:163-9. doi:
10.15265/1Y-2016-014.

14. Cresswell K, Sheikh A. Organizational issues in
the implementation and adoption of health infor-
mation technology innovations: an interpretative
review. Int ] Med Inform 2013;82(5):e73-¢86. doi:
10.1016/j.ijmedinf.2012.10.007.

15. Kuziemsky CE. Review of Social and Organiza-
tional Issues in Health Information Technology.
Healthc Inform Res 2015;21(3):152-60. doi:
10.4258/hir.2015.21.3.152.

16. Carayon P, Hundt AS, Karsh B-T, Gurses AP, Al-
varado CJ, Smith M, et al. Work system design for
patient safety: the SEIPS model. Qual Saf Health
Care 2006 Dec;15 Suppl 1(Suppl 1):150-8. doi:
10.1136/qshc.2005.015842.

17. Carayon P, Wooldridge A, Hoonakker P, Hundt
AS, Kelly MM. SEIPS 3.0: Human-centered
design of the patient journey for patient safety.
Appl Ergon 2020 Apr;84:103033. doi: 10.1016/j.
apergo.2019.103033.

18. Novak L, Brooks J, Gadd C, Anders S, Lorenzi

[MIA Yearbook of Medical Informatics 2023

N. Mediating the intersections of organizational
routines during the introduction of a health IT sys-
tem. Eur J Inf Syst 2012;21(5):1-31. doi: 10.1057/
€jis.2012.2.

19. Kuziemsky CE, Andreev P, Benyoucef M, O*Sul-
livan T, Jamaly S. A Connectivity Framework for
Social Information Systems Design in Healthcare.
AMIA Annu Symp Proc 2017 Feb 10;2016:734-42.

20. Kremer L, Lipprandt M, Réhrig R., Breil B. Exam-
ining Mental Workload Relating to Digital Health
Technologies in Health Care: Systematic Review.
J Med Internet Res 2022 Oct 28;24(10):e40946.
doi: 10.2196/40946.

. Stratton E, Lampit A, Choi I, Malmberg Gavelin
H, Aji M, Taylor Jet al. Trends in Effectiveness of
Organizational eHealth Interventions in Address-
ing Employee Mental Health: Systematic Review
and Meta-analysis. J] Med Internet Res 2022 Sep
27;24(9):e37776. doi: 10.2196/37776.

22. Darley S, Coulson T, Peek N, Moschogianis S, van
der Veer SN, Wong DC, et al. Understanding How
the Design and Implementation of Online Consul-
tations Affect Primary Care Quality: Systematic
Review of Evidence With Recommendations for
Designers, Providers, and Researchers. J Med
Internet Res 2022 Oct 24;24(10):e37436. doi:
10.2196/37436.

23. ZhaiY, YuZ, Zhang Q, Zhang Y. Barriers and facil-
itators to implementing a nursing clinical decision
support system in a tertiary hospital setting: A
qualitative study using the FITT framework. Int J
Med Inform 2022 Oct;166:104841. doi: 10.1016/j.
ijmedinf.2022.104841.

24. Kinlay M, Yi Zheng W, Burke R, Juraskova [, Ho
LMR, Turton H, et al. Stakeholder perspectives
of system-related errors: Types, contributing
factors, and consequences. Int J Med Inform
2022 Sep;165:104821. doi: 10.1016/j.ijmed-
inf.2022.104821.

25. Wherton J, Greenhalgh T, Hughes G, Shaw S.
The role of information infrastructures in scal-
ing up video consultations during Covid-19:
a mixed-methods case study into opportunity,
disruption and exposure. ] Med Internet Res 2022
Oct 24. doi: 10.2196/42431.

26. Sung M, He J, Zhou Q, Chen Y, Ji JS, Chen H, et
al. Using an Integrated Framework to Investigate
the Facilitators and Barriers of Health Information
Technology Implementation in Noncommunica-
ble Disease Management: Systematic Review. J
Med Internet Res 2022 Jul 20;24(7):e37338. doi:
10.2196/37338

27. Bail K, Gibson D, Acharya P, Blackburn J, Kaak
V, Kozlovskaia M, et al. Using health information
technology in residential aged care homes: An
integrative review to identify service and quality
outcomes. Int ] Med Inform 2022 Sep;165:104824.
doi: 10.1016/j.ijmedinf.2022.104824.

28. Tajirian T, Jankowicz D, Lo B, Sequeira L,
Strudwick G, Almilaji K, et al. Tackling the
Burden of Electronic Health Record Use Among
Physicians in a Mental Health Setting: Physician
Engagement Strategy. ] Med Internet Res 2022
Mar 8;24(3):e32800. doi: 10.2196/32800. doi:
10.2196/32800.

29.Chen Y, Cai Z, Lin B, Yan L, Zheng W, Kuo
MC, et al. Developing a professional-prac-
tice-model-based nursing organizational infor-

2

—_

matics competency model. Int J Med Inform
2022 Oct;166:104840. doi: 10.1016/j.ijmed-
inf.2022.104840.

30. Pullman A, Curtin-Bowen M, Syrowatka A,
Businger A, Sainlaire M, Lipsitz S, et al. Multi-Site
Testing of an Opioid Prescribing Electronic Clin-
ical Quality Measure Following Elective Primary
Total Hip and/or Total Knee Arthroplasties. AMIA
Annu Symp Proc 2022 May 23;2022:414-21.

. Hilty DM, Armstrong CM, Smout SA, Crawford
A, Maheu MM, Drude KP, et al. Findings and
Guidelines on Provider Technology, Fatigue, and
Well-being: Scoping Review. ] Med Internet Res
2022 May 25;24(5):¢34451. doi: 10.2196/34451.

32. Huguet M, Sarazin M, Perrier L, Augusto V. How
We Can Reap the Full Benefit of Teleconsulta-
tions: Economic Evaluation Combined With a
Performance Evaluation Through a Discrete-Event
Simulation. ] Med Internet Res 2022 May
20;24(5):€32002. doi: 10.2196/32002.

33. Komenda M, erny V, Snajdarek P, Karolyi M,
Hejny M, Panoska P, et al. Control Centre for
Intensive Care as a Tool for Effective Coordi-
nation, Real-Time Monitoring, and Strategic
Planning During the COVID-19 Pandemic. J
Med Internet Res 2022 Feb 16;24(2):¢33149. doi:
10.2196/33149.

34. Cifra CL, Tigges CR, Miller SL, Curl N, Monson
CD, Dukes KC, et al. Reporting Outcomes of
Pediatric Intensive Care Unit Patients to Referring
Physicians via an Electronic Health Record-Based
Feedback System. Appl Clin Inform 2022
Mar;13(2):495-503. doi: 10.1055/s-0042-1748147.

35. Harahap NC, Handayani PW, Hidayanto AN.
Barriers and facilitators of personal health record
adoption in Indonesia: Health facilities* perspec-
tives. Int ] Med Inform 2022 Mar 22;162:104750.
doi: 10.1016/j.ijmedinf.2022.104750.

36. Zhang W, He D, Wang G, Zhu C, Evans R. Analyz-
ing national telemedicine policies in China from
the perspective of policy instrument (1997-2020).
Int J Med Inform 2022 Oct;166:104854. doi:
10.1016/j.ijmedinf.2022.104854.

37. Elkefi S, Asan O. Digital Twins for Managing
Health Care Systems: Rapid Literature Review. J
Med Internet Res 2022 Aug 16;24(8):¢37641. doi:
10.2196/37641.

38. Wang T, Giunti G, Melles M, Goossens R. Digital
Patient Experience: Umbrella Systematic Review.
J Med Internet Res 2022 Aug 4;24(8):¢37952. doi:
10.2196/37952.

39. Said Abasse K, Toulouse-Fournier A, Paquet
C, Coté A, Smith PY, Bergeron F, et al. Col-
laborative writing applications in support of
knowledge translation and management during
pandemics: A scoping review. Int ] Med Inform
2022 Sep;165:104814. doi: 10.1016/j.ijmed-
inf.2022.104814.

40 Stark AL, Geukes C, Dockweiler C. Digital
Health Promotion and Prevention in Settings:
Scoping Review. ] Med Internet Res 2022 Jan
28;24(1):¢21063. doi: 10.2196/21063.

41. Woodcock EW. Barriers to and Facilitators of Auto-
mated Patient Self-scheduling for Health Care Or-
ganizations: Scoping Review. ] Med Internet Res
2022 Jan 11;24(1):28323. doi: 10.2196/28323.

42. Viitanen J, Tyllinen M, Tynkkynen E, Ladveri T.
Usability of information systems: Experiences

3

—_



of outpatient physicians, outpatient nurses, and
open care social welfare professionals from three
large cross-sectional surveys in Finland. Int ] Med
Inform 2022 Sep;165:104836. doi: 10.1016/.
ijmedinf.2022.104836.

43. Pullman A, Curtin-Bowen M, Syrowatka A,
Businger A, Sainlaire M, Lipsitz S, et al. Multi-Site
Testing of an Opioid Prescribing Electronic Clin-
ical Quality Measure Following Elective Primary
Total Hip and/or Total Knee Arthroplasties. AMIA
Annu Symp Proc 2022 May 23;2022:414-21.

44. Woods L, Eden R, Pearce A, Wong YCI, Jayan L,
Green D, et al. Evaluating Digital Health Capa-
bility at Scale Using the Digital Health Indicator.
Appl Clin Inform 2022 Oct;13(5):991-1001. doi:
10.2196/33505.

45. Kujala S, Hérhammer I. Health Care Professionals®
Experiences of Web-Based Symptom Checkers
for Triage: Cross-sectional Survey Study. J Med
Internet Res 2022 May 5;24(5):¢33505. doi:
10.2196/33505.

46. Abraham J, Meng A, Montes de Oca A, Politi
M, Wildes T, Gregory S, et al. An ethnographic
study on the impact of a novel telemedicine-based
support system in the operating room. J Am Med
Inform Assoc 2022 Oct 7;29(11):1919-1930. doi:
10.1093/jamia/ocac138.

47. Solomonides AE, Koski E, Atabaki SM, Weinberg
S, McGreevey JD, Kannry JL, et al. Defining
AMIA‘s artificial intelligence principles. J Am
Med Inform Assoc 2022 Mar 15;29(4):585-91.
doi: 10.1093/jamia/ocac006.

48. Bedoya AD, Economou-Zavlanos NJ, Goldstein
BA, Young A, Jelovsek JE, O‘Brien C, et al. A
framework for the oversight and local deployment
of safe and high-quality prediction models. J Am
Med Inform Assoc 2022 Aug 16;29(9):1631-6.
doi: 10.1093/jamia/ocac078.

49. Sharma V, Eleftheriou I, van der Veer SN, Brass

209
|

The Role of Human and Organizational Factors in the Pursuit of One Digital Health

A, Augustine T, Ainsworth J. Modeling Data
Journeys to Inform the Digital Transformation of
Kidney Transplant Services: Observational Study.
JMed Internet Res 2022 Apr 21;24(4):¢31825. doi:
10.2196/31825.

. Touson JC, Azad N, Beirne J, Depue CR, Crimmins
TJ, Overdevest J, Long R. Application of the Con-
solidated Framework for Implementation Research
Model to Design and Implement an Optimization
Methodology within an Ambulatory Setting.
Appl Clin Inform 2022 Jan;13(1):123-131. doi:
10.1055/5-0041-1741479.

. Holmgren AJ, Downing NL, Tang M, Sharp C,
Longhurst C, Huckman RS. Assessing the impact
of the COVID-19 pandemic on clinician ambulato-
ry electronic health record use. ] Am Med Inform
Assoc 2022 Jan 29;29(3):453-460. doi: 10.1093/
jamia/ocab268. Erratum in: J Am Med Inform
Assoc 2022 Jan 10.

52. Srivastava A, Ayyalasomayajula S, Bao C, Aya-
bakan S, Delen D. Relationship between electronic
health records strategy and user satisfaction: a
longitudinal study using clinicians* online reviews.
J Am Med Inform Assoc 2022 Aug 16;29(9):1577-
83. doi: 10.1093/jamia/ocac082.

53. Carayon P, Hose BZ, Wooldridge A, Brazelton
TB 3rd, Dean SM, Eithun BL, Kelly MM, et
al. Human-centered design of team health IT
for pediatric trauma care transitions. Int ] Med
Inform 2022 Mar 2;162:104727. doi: 10.1016/j.
ijmedinf.2022.104727.

54. Guilabert M, Prades J, Borras JM, Maestu I, Guerra
JA, Fumadé L, Mira JJ; AEMAC Program Re-
search Team. A Web-Based Self-assessment Model
for Evaluating Multidisciplinary Cancer Teams in
Spain: Development and Validation Pilot Study.
2022 Mar 10;24(3):29063. doi: 10.2196/29063.

55. Das D, Sengar A. A fuzzy analytic hierarchy pro-
cess-based analysis for prioritization of barriers

5

(=)

5

—

to the adoption of eHealth in India. Int J Med
Inform 2022 Sep;165:104830. doi: 10.1016/j.
ijmedinf.2022.104830.

56. Tang C, Ma J, Zhou L, Plasek J, He Y, Xiong,Y, et
al. Improving Research Patient Data Repositories
From a Health Data Industry Viewpoint. J Med
Internet Res 2022 May 11;24(5):¢32845. doi:
10.2196/32845.

57. Yuan J, Wang S, Pan C. Mechanism of Impact
of Big Data Resources on Medical Collaborative
Networks From the Perspective of Transaction
Efficiency of Medical Services: Survey Study. J
Med Internet Res 2022 Apr 21;24(4):¢32776. doi:
10.2196/32776.

58. Richardson JE, Rasmussen LV, Dorr DA, Sirkin
JT, Shelley D, Rivera A, et al. Generating and
Reporting Electronic Clinical Quality Measures
from Electronic Health Records: Strategies from
EvidenceNOW Cooperatives. Appl Clin Inform
2022 Mar;13(2):485-94. doi: 10.1055/s-0042-
1748145.

59. Bhattacharyya, O, Shapiro J, Schneider EC. Inno-
vation Centers in Health Care Delivery Systems:
Structures for Success. ] Med Internet Res 2022
Feb. doi: 10;24(2):e33961.

60. Sujan M, Pickup L, Bowie P, et al. The contribution
of human factors and ergonomics to the design and
delivery of safe future healthcare. Future Healthc J
2021 Nov;8(3):¢574-e579. doi: 10.7861/fhj.2021-
0112.

Correspondence to:

(raig E. Kuziemsky, PhD

MacEwan University

Edmonton, Alberta

(anada

E-mail: kuziemskyc@macewan.ca

[MIA Yearbook of Medical Informatics 2023



