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Background According to Digital Health Canada 2013 eSafety Guidelines, an esti-
mated one-third of patient safety incidents following implementation of clinical
information systems (CISs) are technology-related. An eSafety checklist was previously
developed to improve CIS safety by providing a comprehensive listing of system-
agnostic, evidence-based configuration recommendations.

Objectives We sought to use the checklist to support safe initial configuration of a
provincial system-wide CIS (Alberta, Canada), referred to as Connect Care.

Methods The checklist was applied to 13 Connect Care modules in three successive
phases. First, the checklist was adapted to an abbreviated high-priority version.
Second, demonstrations of each module were recorded. Finally, independent evalua-
tion of each recording was conducted by two eSafety evaluators using the abbreviated
eSafety checklist.

Results All modules achieved greater than 72% compliance, with an average of 84%.
Overall, 273 opportunities for improvement were identified, with four major areas or
themes emerging: (1) inconsistent date and time, (2) unclear patient identification, (3)
ineffective alert system, and (4) insufficient decision support. These opportunities

electronic health were forwarded to the appropriate build teams for review and implementation.

records Conclusion This work is the first to utilize the eSafety checklist in a real-world CIS,
patient safety which will become one of the largest in Canada. The checklist has shown clinical
informatics applicability in identifying gaps in CIS configuration and should be considered for use

information systems  in future and pre-existing CISs.
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Background and Significance

Clinical information systems (CISs) are imperative to deliver-
ing safe, quality care in the 21st century.1 As patients engage
with their local health care systems at various touch-points
across the care continuum, CISs connect their health care
journey, affording clinicians a holistic view of their treatment.
Despite the numerous benefits of CISs, they can also introduce
unintended patient care consequences if not configured and
used safely. It is estimated that one-third of patient safety
incidents following a CIS implementation are caused by its
configuration and use.>3

For example, a recent issue was encountered at our organi-
zation where medication dosing bands were configured for a
medication that was intended to be dosed by body weight. This
caused several patients to receive a higher than recommended
dose until it was caught and corrected. In another case, an
intravenous medication was ordered without a duration or
end date and was not configured to have a maximum safe
dosing alert. This resulted in the patient receiving an unsafe
excess amount of drug. Of course, many other failed checks in
the care process contributed, but the system, if configured
correctly, could have easily prevented these events.

These examples illustrate the importance of building safety
and risk management into the specification and design of
CISs.* The eSafety checklist developed by Dhillon-Chattha and
colleagues provides a detailed listing of system-agnostic, evi-
dence-based configuration recommendations that improve
CIS safety.>® It contains 642 items organized into 10 common
CIS system capabilities including: global settings; patient
identification; clinical documentation; order management;
clinical decision support; medication management; referral
management; results management; clinical communication;

1.0 Global Settings

Item Rec ded Configuration

Sutton et al.

and, patient portal ( ). Items are intended to identify
system strengths and areas for improvement, which can then
be prioritized and actioned by organizations according to their
own patient safety policies. The tool can be used by organiza-
tions to support configuration of new CIS or to optimize
existing systems. This article describes how the eSafety check-
list was adapted and used by Alberta Health Services (AHS) to
support safe configuration of their new system-wide CIS,
Connect Care (core application developed by Epic Systems,
Verona, Wisconsin, United States).

As a result of Connect Care, AHS will be Canada’s largest
province-wide, fully integrated health system responsible for
delivering publicly funded health services to over 4.3 million
residents. Connect Care is currently being implemented across
AHS in nine phases (“waves”) with the first having launched in
November 2019. Upon complete implementation, Connect
Care will replace almost 1,300 disparate legacy software
systems. A province-wide CIS will significantly improve conti-
nuity of patient care and provide a more holistic patient record
for improved decision-making. Due to the size, scope, and
complexity of this implementation, safety was identified as a
key priority by AHS throughout the life cycle of this project.
Thus, the eSafety checklist was used to identify high-priority
safe configuration practices for consistent application across
the various Connect Care modules, to be recommended to
leadership and implemented prior to launch.

Objective

The objective of this project was to evaluate each of the 13
modules in the Connect Care application and identify mis-
aligned system configurations according to the eSafety check-
list, which could then be recommended for remediation.

© 2018 Pritma Dhilon-Chattha. Al Rights Reserved.
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1.1|C yand. dards in desig B
Screen Layout: Screens are configured to reduce the risk of selecting the wrong item (e.g. sufficient spacing, [49],
1.1.1 offsetting row coloring, clear groupings etc.). [58], [73] 4A, 3A, 3A
Sereen Layout: Screens are consistent and easy to navigate (e.g. consistent placement of 'save', 'submit’
1.1.2 controls etc.). [61] 3B
1.1.3 Screen Layout: Page lengths are standard, predictable, and appropriate. [58] 3A
1.1.4 Screen Layout: Fitering, sorting and grouping options are consistent for all users. [58] 3A
1.1.5Screen Layout: Horizontal scroling is eliminated. [58] 3A
1.1.6 Screen Layout: Each display has a title describing the contents of the screen. [49] 4A
1.1.7 Date/Time: Date is expressed in consistent format and placement (e.g. DD-Mmm-YYYY). [22] 4A
1.1.8 Date/Time: Time is expressed in consistent format and placement (e.g. 24 hour clock). [22] 4A
1.1.9 Date/Time: Month is either spelled out or abbreviated (e.g. Jan), do NOT use numbers. [58] 3A
1.1.10 Date/Time: Date and time is displayed for time-sensitive information only. [58] 3A
1.1.11 Jcons & Symbology: Icon design scheme is consistent across the system. [49], [68] 4A, 5A
1.1.12 Jcons & Symbology: Icons have redundant interpretation (e.g. labels, mouse over labels). [49] 4A
1.1.13 Jcons & Symbology: Icons are easy to interpret. [49] 4A
1.1.14 Jcons & Symbology: No more than 20 icon types are used. [49] 4A
1.1.15 Color & Font: Standard, easy to read 12 point sans serif font (such as Tahoma) is used. [21], [60] 4A, 4B
1.1.16 Color & Font: Red text on a blue background or vice versa is avoided. [21] 4A
1.1.17 Color & Font: Blue or red text on a black background is avoided. [21] 4A
1.1.18| Color & Font: Blue is NOT used for text or fine details on electronic displays. [21] 4A
1.1.19  Color & Font: Heavy usage of all uppercase letters on a screen is avoided. [49] 4A
1.1.20  Color & Font: Color coding is consistent throughout the system. [49] 4A
1.1.21 Color & Font: Bold text is used sparingly. [58] 3A
1.1.22 Color & Font: No more than 7 colors (4 recommended) are used to group items into different categories. [94] 4A
Color & Font: Color -blind friendly colors are used. To preview design as it would be seen by a color blind user
1.1.23 see http://www.color-blindness.com/coblis-color-biindness-simulator [94] 4A
Color & Font: Color is combined with an image, shape, cross-hatching, position or text to convey same
1.1.24 meaning. [39], [94] 4A, 4A
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Flowchart of the process for applying the eSafety checklist to Connect Care configuration including three phases: (1) abbreviated
checklist development, (2) module demonstration, and (3) module evaluation.

A secondary objective was to measure compliance of each
module with the eSafety checklist and quantify patient safety
risk of the identified misaligned system configurations.

The project consisted of three phases: (1) adaptation of
the eSafety checklist to an abbreviated, high-priority listing,
(2) a recorded video demonstration of the workflows and
components in each Connect Care module, and (3) indepen-
dent evaluation of each recording by two eSafety evaluators
using the abbreviated eSafety checklist. An overview of the
process is depicted in

Methods

Development of an Abbreviated Checklist
Due to project timelines, a comprehensive evaluation of
Connect Care configurations using the entire eSafety checklist
was not a viable option prior to implementation. Therefore, an
abbreviated version of the eSafety checklist was developed and
used for evaluation prior to launching the first wave of Connect
Care. Abbreviated checklist items were selected by AHS Hu-
man Factors specialists by prioritizing items that could be
assessed through a general video demonstration and had high
potential for human error and/or patient harm. The abbreviat-
ed eSafety checklist focuses on 169 items while still providing
evaluators the ability to assess additional items, if deemed
relevant to a given module. Evaluators were trained on use of
the abbreviated checklist and were asked to familiarize them-
selves with it and the entire eSafety checklist prior to module
demonstrations.

For reference, the abbreviated checklist is included in

(available in the online version;

abbreviated eSafety checklist).

Module Demonstrations

Module demonstrations were provided by each of the module
configuration leads to 13 eSafety evaluators, including 5 eQuali-
ty and eSafety specialists and 8 Human Factors specialists. Due
to system security and access policy limitations during pre-
launch of Connect Care, eSafety evaluators did not have access to
a sandbox environment. Two evaluators were assigned to each
Connect Care module and demonstrations were provided for
each of the following modules: ambulatory (out-patient); anes-

thesia; cardiology; diagnostic imaging; emergency; in-patient
documentation; in-patient orders; laboratory; obstetrics; on-
cology; patient portal; pharmacy; and surgery.

During each demonstration, evaluators were shown common-
ly performed clinical activities by a member of the build team and
were provided opportunity to ask questions. Demonstrations
were recorded via Skype so that further detailed review could be
conducted by evaluators. The abbreviated eSafety checklist was
completed primarily in reference to the recorded demonstration
videos. Build teams remained accessible for questions and clar-
ifications throughout the evaluation process.

Module Evaluations

Module evaluations were conducted in April 2019. The abbre-
viated eSafety checklist was applied independently by at least
two evaluators per Connect Care module, from which config-
uration compliance and patient safety risks were identified.
The recommended checklist configurations were first rated
based on compliance. A technical description of the compli-
ance ratings can be found in the “Instructions & Scoring” tab of
the eSafety checklist ( ,available
in the online version). However, for the purposes of this
evaluation, the following compliance ratings were used:

* Yes: the recommended practice was demonstrated and
correctly configured.

* No: the recommended practice was demonstrated but
was incorrectly configured.

 Partial: the recommended practice was demonstrated but
was inconsistently configured.

* Not applicable: the recommended practice was not
demonstrated.

Based on the above definitions, items were assigned a
configuration compliance score of 1 for “yes,” 0 for “no,” and
0.5 for “partial” compliance. Items which could not be rated
based on the available information were excluded to not
affect the percent compliance calculations.

The likelihood of occurrence and impact on patient safety
was also considered. Patient safety risk ratings were as follows:

» Minor: consequences are trivial. Alternatives may depend
on personal preferences.

Applied Clinical Informatics  Vol. 14 No. 4/2023 © 2023. The Author(s).
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* Medium: consequences with significant user frustration
and operational impact.

* Major: consequences with high patient safety risk or
potential to impact more than one module.

* Red flag: relates to high frequency and/or high conse-
quence patient safety risk which cannot be mitigated
through design, training, or a workaround of some kind.

Completed checklists were compared across raters for
each module. Any identified discrepancies in ratings were
noted and re-evaluated in order to gain consensus agreement
amongst evaluators. All partial and noncompliant items,
along with evaluator rational, ratings, and notable examples
were compiled into a table of Connect Care Application
Opportunities (provided in ,
available in the online version). Lastly, to further support
build efforts, the identified opportunities were prioritized
for implementation using the following definitions:

» Urgent: item of high frequency and/or high consequence
patient safety risk; or impacts multiple modules requiring
immediate action.

* Quick-win: patient safety risk item expected to be easily
resolved.

 Postlaunch: unrelated to patient safety; to be addressed in
future waves.

» Vendor review: issues requiring additional build review,
content support, and/or training.

Results

The number of checklist items that were applicable and
could be reviewed varied from one module to the next. Of
169 items, Ambulatory offered the most items, with over 80%

Sutton et al.

of the abbreviated checklist items able to be assessed for
compliance ( ). Some checklist items were not
applicable during the review due to the current state of
the module’s build. However, this limitation did not reduce
the validity of the eSafety checklist.

Overall Compliance

Of the modules reviewed, all were more than 72% compliant.
On average, modules achieved 84% configuration compli-
ance. Ambulatory (92%), Obstetrics (89%), and Emergency
(89%) received the highest configuration compliance while,
Patient Portal (72%), Pharmacy (79%), and Oncology (81%)
were identified as having the lowest configuration compli-
ance ( ).

Identified Opportunities

Across the 13 modules demonstrated, 273 opportunities for
improvement were identified. Given the overall compliance
scores, it is unsurprising that Oncology, Patient Portal, and
Pharmacy also had the greatest proportion of configuration
opportunities ( ).

Major Areas of Inconsistency
An analysis of the results of the eSafety checklist identified
four major areas of inconsistency. These areas cover non-
compliant items which were viewed across multiple mod-
ules and were identified as a “major” patient safety risk. The
four areas include (1) inconsistent date and time, (2) unclear
patient identification, (3) ineffective alert system, and (4)
insufficient decision support.

These areas are discussed in detail below, with supporting
examples. Where applicable, checklist items are noted in
parentheses.

Number of checklist items reviewed and resulting classification per module

Module No. of items No. of items | No. of items | No. of items No. of items reviewed
reviewed and compliant partially noncompliant and deemed not
assessed for compliant applicable (excluded)
compliance

Outpatient (Ambulatory) 145 125 16 4 24

Obstetrics (Stork) 142 119 15 8 27

Emergency (ASAP) 134 112 14 8 35

Oncology (Beacon) 126 94 20 12 43

Inpatient documentation 115 100 9 6 54

(ClinDoc)

Inpatient orders (IP Orders) 110 88 16 6 59

Pharmacy (Willow) 102 74 14 14 67

Diagnostic imaging (Radiant) | 95 73 13 9 74

Surgery (OpTime) 91 73 10 8 78

Patient portal (MyChart) 86 57 10 19 83

Cardiology (Cupid) 85 65 8 12 84

Anesthesia 79 64 6 9 90

Laboratory (Beaker) 69 51 10 8 100

Applied Clinical Informatics  Vol. 14 No. 4/2023 © 2023. The Author(s).
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Fig. 2 Connect Care configuration compliance with the eSafety checklist.

Inconsistent Date and Time
Date and time were not expressed in a consistent format and
placement (eSafety checklist items 1.1.7 and 1.1.8). Addi-
tionally, the month was often not spelled out or abbreviated,
as it is recommended to be 2-digit day, alphabetical abbrevi-
ated month, and 4-digit year (1.1.9). For example, patient
date of birth was displayed with 1 digit month/day, 4-digit
year, while orders were dated 2-digit month/day and
2-digit year (~Supplementary Fig. S1, available in the
online version). There were also inconsistencies in use of
12 hours (hh:mm) as opposed to 24-hour (hhmm) times
(=Supplementary Fig. 52, available in the online version).
~Supplementary Fig. S2 (available in the online version)
shows an example of the correct alphanumeric dating format
(green box); however, in other places in the system it was
displayed inconsistently with single-digit day or nonabbreviated
month(~SupplementaryFig. S3,availableinthe online version).

Unclear Patient Identification

Patient names appeared truncated (2.1.11) and information
required to accurately identify a patient was not always clearly
displayed or consistently placed on screens where patient care
documentation occurs (2.3.1). An example of name truncation
is provided in =~ Supplementary Fig. 54 (available in the online
version). In another example, color contrast (grey on black)
resulted in poor legibility of relevant patient information
(=Supplementary Fig. S5, available in the online version).

The location of patient information was also inconsistent
across modules. Some had a “patient storyboard” (sidebar),
while others did not. Additionally, minimal alerting was
provided when accessing the records of individuals with
similar or sound-alike names (2.6.2). An alert does present
for patients with similar and sound-alike names, however only
as a mouse over label, and there is a lack of visual distinctive
features consistent with warnings (= Supplementary Fig. S6,
available in the online version).

Ineffective Alert Systems
Within the module, standard rules are not used for colors of
severity warnings and alerts (1.1.26). Additionally, color,
shape, and size are not always properly manipulated to
make visual alerts distinct from one another (5.2.7), nor do
they always offer potentially appropriate actions in response
(5.3.10). For example, there was noted inconsistent use of
color to indicate high severity warning and alerts within the
same module; sometimes red was used, other times orange
(=Supplementary Fig. 7, available in the online version).

System-generated alerts are triggered at the time of order
submission, not at order entry (4.5.1). An example of this is
shown in =~ Supplementary Fig. 58 (available in the online
version) where a drug-drug interaction alert appears at the
time of signing as opposed to the time of entry.

Medication warnings were also found to be embedded in
text with no visual hierarchy, making them unapparent and

Applied Clinical Informatics  Vol. 14 No. 4/2023 © 2023. The Author(s).
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easily missed ( , available in the
online version). Some alerts did not have any provided
options to quickly resolve issues, requiring the user to
back track their actions ( , available
in the online version).

Insufficient Decision Support
Clinical decision support was highly variable across modules.
In some instances, users were required to remember impor-
tant information from one page to use on another page
(1.6.2). As shown in (available in
the online version), the user was required to manually enter
information from a previous point within the workflow
( , available in the online version).

The system also failed to generate normal reference
ranges (3.7.5), alert the user of critical laboratory values
(5.7.1), or consistently emphasize the medication name to
stand out from the rest of the medication order (6.1.5). While
the system may provide an indication/alert of abnormal
values, it does not indicate the normal range
( , available in the online version).
In another example, urinalysis was flagged as abnormal
result, but the system does not specify which of many
individual component values are abnormal, requiring the
user to manually identify ( , avail-
able in the online version).

Additionally, automated systems were not used to detect
typographical errors (1.12.8), as shown in

(available in the online version).

Discussion

The eSafety checklist was used to assess the Connect Care
application and identify several opportunities for better
achievement of CIS best practices. To our knowledge, this is
the first time the eSafety checklist has been used in clinical
system evaluation, and the largest formal eSafety evaluation of
a CIS of this size and scope. An ambulatory CIS evaluation tool
was piloted by Co et al, but this tool mostly concerns medica-
tion decision support and was tested on several smaller
ambulatory clinics.” On the other hand, individual U.S. hospi-
tals are now required to do yearly safety assessments using the
SAFER Guides, a 146-item checklist-based risk assessment
tool.® The SAFER Guides were considered in the development
of the eSafety checklist and are designed to be used at the
program level, whereas the eSafety checklist is more compre-
hensive with 642 items and is designed for configuration
interventions for front-line informatics professionals. Al-
though the recommended process for applying the SAFER
Guides is similar to how we applied the eSafety checklist,
there were several key recommendations that should be noted,
namely the multidisciplinary nature of the assessment team
and the need for annual re-assessment.’

Overall compliance with eSafety practices was good with
84% average, but still leaves ample room for improvement as
Connect Care continues to be configured, implemented, and
improved. Accordingly, all opportunities identified for each

Applied Clinical Informatics  Vol. 14 No. 4/2023 © 2023. The Author(s).
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module were provided to the relevant build team for further
consideration and action.

The four main areas of inconsistency (inconsistent date/time,
unclear patient identification, ineffective alert system, and
insufficient decision support) identified are a key takeaway
from this project that should be considered in existing and
future CIS builds. Inconsistencies in date and time conventions
have the potential to create confusion, introduce miscommuni-
cation amongst clinicians, and enable inaccurate documenta-
tion, which has the potential to result in poor and/or unsafe
patient care.'® Accordingly, these types of misconfigurations
were rated as major risks with urgent implementation priority
( : application opportunities;
available in the online version).

Accurate patient identification is key to ensuring the
correct patient receives appropriate and timely care. Use of
truncated patient names is seemingly minor since column
width can be adjusted by the user. However, this does not
imply that user will do so, and at best presents an additional
fatigue/workload on the user. User fatigue is a key factor in
patient safety errors."’

With respect to ineffective alert system, things like unin-
tuitive alerts and inconsistent color and coding conventions
enhance the likelihood and continuation of potentially harmful
practices. A lack of visually distinctive features consistent with
warnings is detrimental as it may result in users bypassing or
missing the notification. Red is the most natural severe alert
color, and orange likely implies a lower level of severity,1 213 put
this was not consistent in the system. Several instances of
inconsistent color of severity warnings (example: “high” being
orange in some instances and red in others) were flagged in the
system and rated as major risks. Alerting systems which do not
provide meaning or guidance will over time become a source of
annoyance and disruption. Users may learn to ignore alerts or
develop alert fatigue. Unacknowledged alerts can have signifi-
cant impacts on patient care.'*">

Another key area for improvement was insufficient or
missing decision support. Reference ranges should always be
provided in alerts, and this presents a major risk as results
could be misinterpreted. When presenting multi-component
alerts, the critical or abnormal component should be identi-
fied.'® Additionally, automated systems were not used to
detect typographical errors, which could result in miscom-
munication, or add additional workload on staff to fix
mistakes.

Several limitations of this work should be noted. The
eSafety checklist was applied by two reviewers per module
and, while necessary from a resource standpoint, this does
create potential for inconsistency in application. However, the
checklist was designed to be objective and has a high agree-
ment between reviewers.’ Additionally, in this exercise, one
reviewer was consistently present at all observation sessions
to introduce and set the stage for each observation session.

The Connect Care configuration was incomplete when the
review occurred at 6 months before the first launch of the
application. The review was intended to occur before launch to
give time to act on identified opportunities for improvement.
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However, some of the deficiencies may have been remedied
through the natural course of continued configuration. None-
theless, utilization of the checklist at this point ensured key
deficiencies were clearly highlighted for attention.

Due to the strict build timelines, module analysts facili-
tating the demonstrations were limited to a 1- to 2-hour
session with the evaluators. As a result, it is possible that not
all key areas of each module were revealed to the evaluators
to assess and rate for adherence to the checklist.

Although the full checklist could not be applied due to
project timelines, the abbreviated checklist acted as a
prompt for evaluators to attend to the items in the shortened
list. Evaluators were familiar with the full checklist and could
reference it when considering observations aligned with
items not in the subset. Alternatively, familiarity with human
factors and eSafety best practice components had assisted
evaluators to search for a checklist item in a certain category
to consider for noncompliance.

Some limitations of the checklist could also carry over into its
application. For example, in the original checklist, all relevant
configuration practices are included irrespective of the evidence
strength. As a result, both evidence strength and the potential
patient impact would ideally be included to help builders priori-
tize potential system changes when providing recommendations.

Conclusion and Future Directions

This study provides further validation of the eSafety checklist
as a tool for configuration of electronic health records. In
applying the tool to one of the largest CIS implementations in
Canada, it has shown clinical applicability in identifying gaps
in CIS configuration. After improvements are made by build
teams, this assessment will be replicated to assess and
confirm improvements to the system.

We encourage utilization and adaptation of the eSafety
checklist at institutions across Canada and North America for
future CIS implementations. An important future develop-
ment for the checklist is the establishment of a formal
process for keeping it updated with current evidence and
best practice, which will evolve over time.

Clinical Relevance Statement

The eSafety checklist provides early identification of system
configuration that is inconsistent with best practices. Incon-
sistent configuration with best practices can lead to imple-
mentation of a system prone to user errors. The eSafety
approach in using this tool aims to prevent patient harm in
the design, implementation, and use of clinical information
systems.

Multiple-Choice Questions

1. What does CIS stand for?
a. Clinical Informatics Software
b. Clinical Informatics System
c. Clinical Information Software

d. Clinical Information System

Correct Answer: The correct answer is option d.

2. Which is a correct example of the best practice for
expression of date in an electronic health record?
a. 23-May-1993
b. 23-05-1993
c. 05-23-1993
d. May 23, 1993

Correct Answer: The correct answer is option a. Alpha-
numeric month and four digit year ensures there can be
no confusion between day, month, and year.

3. Which is not a major area of inconsistency identified by
the eSafety checklist in this research?
a. Inconsistent date and time
b. Unclear patient identification
c. Ineffective alert system
d. Insufficient decision support

Correct Answer: The correct answer is option d.

According to the policy activities that constitute research
at Alberta Health Services, this work met criteria for
operational improvement activities exempt from ethics
review.

The authors have no conflicts of interest to declare with
respect to the content of this manuscript.
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