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Summary

Objectives: In this paper the researchers describe how existing
health information technologies (HIT) can be repurposed and
new technologies can be innovated fo provide patient-centered
care fo individuals offected by new and emerging diseases.
Methods: The resarchers conducted o focused review of the
published literature describing how HIT can be used to support
sufe, patient-centred, coordinated care to patients who are offect-
ed by Ebola (an emerging disease).

Results: New and emerging diseases present opporfunities

for repurposing existing technologies and for simulating the
development of new HIT innovation. Innovative fechnologies may
be developed such as new software used for fracking patients
during new or emerging disease outbreaks or by repurposing and
extending existing technologies so they can be used fo support
patients, families and health professionals who may have been
exposed fo a disease. The paper describes the development of
new technologies and the repurposing and extension of existing
ones (such as electronic health records) using the most recent
outhreak of Ebola as an example.
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Patient-Centered, Coordinated Care has been
associated with improved patient outcomes
[1] reductions in medical errors [2] and im-
proved patient and family satisfaction with
the quality of the care provided by healthcare
organizations [3-5]. Gulliford and colleagues
[6] define patient-centred care as “providing
care that is respectful of and responsive to
individual patient preferences, needs, and
values, and ensuring that patient values guide
all clinical decisions.” When patient care is
coordinated, healthcare teams can work more
effectively together, supporting patient and
family decision-making in all settings where
the patient is cared for (e.g. physician office,
home, hospital and long-term care). This in
turn improves communication and coordina-
tion between health professionals, patients
and their families, leading to improved quality
of care. Health information technology (HIT)
has been identified by the IOM (Institute Of
Medicine) as a tool that can support commu-
nication and coordination of care, thereby
improving patient-centred care [7].
Historically, HIT has been used passively
to support patient-centered care in hospital
settings by facilitating real-time access to
laboratory and diagnostic imaging results,
clinical documentation and decision support
tools specific to a patients’ acute and/or chron-
ic illness events. HIT has been developed
to support patient-centered, evidence based
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care in patients with previously diagnosed
acute and chronic illnesses. Over time clin-
ical research has advanced the development
of specific patient-centered interventions for
those people who are affected by acute and
chronic illnesses [8]. In addition, research has
led to the development of electronic tools that
enable patient-centered care [7, 11].

Much of this HIT research has focused
on electronic tool development for known
acute and chronic illnesses [7]. For HIT to
fully support patient-centred approaches to
acute and chronic disease management there
is a need for health and biomedical infor-
matics researchers to develop and improve
upon current HIT through continuous de-
velopment, improvement, iteration, testing,
optimization and evaluation of technology
using measures of patient centeredness
[10]. Such work involves investment by
all those who benefit from patient-centred
HIT - governments, vendors, healthcare
organizations, health professionals, patients
and their families [7].

Research and use of HIT in the context
of dealing with known acute and chronic
illnesses has advanced significantly over the
past decade. However, there has been less
interest and research in understanding how
HIT can support patient-centred care when
patients and their families are affected by new/
emergent diseases such as Ebola. In this paper
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we discuss how HIT can be repurposed and
developed to provide patient-centered support
to individuals who are affected by new/
emerging diseases or diseases about which
we have limited knowledge or experience.
We also discuss the future of technologies
that will support patient-centred care in these
contexts. Efforts around the Ebola virus will
be used as an example. We will also consider
some of the issues and challenges associated
with addressing such diseases from a HIT
perspective and how our learning’s can be
used to address emerging diseases and dis-
eases that may require additional research to
understand and treat into the future.

Background

Patient-centred HIT in hospital settings is
more researched, easily implemented and
evaluated in comparison to the introduction
of those HIT currently used to support treat-
ment and management of patient-centred
approaches towards the management of new/
emerging diseases [9]. Emerging diseases
are not typically encountered by technology
designers and HIT professionals. New and
emergent diseases that we encounter today in
our world of modern epidemics include Se-
vere Acute Respiratory Syndrome (SARS),
the Avian flu and Ebola [12]. The develop-
ment of HIT that supports patient-centred
care for those patients and families affected
by new/emerging diseases, especially in
regions of the world where HIT and health
professionals have limited knowledge or
experience with new/emerging diseases,
is critical to developing and exchanging
knowledge about these diseases [13]. Such
technologies are also needed to support
patients who are diagnosed with acute and
chronic illnesses. Given the new and emer-
gent nature of some diseases one might
conclude that HIT used to support health
professionals in the management of these
diseases is less patient-centred and therefore
less effective in supporting patient-centred
care. Yet, HIT can evolve and be used to sup-
port the development of patient-centred care.
For example, in the early days of the global
outbreak of SARS, there was little known
about the disease. Yet, health and biomedical
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informatics researchers developed electronic
tools and repurposed existing technologies
such as electronic health records (EHRs) to
effectively support clinicians and biomedical
researchers. Here, HIT researchers devel-
oped virtual environments where healthcare
professionals could communicate, collabo-
rate, and document information about the
treatment and management of SARS [14].
This included patient-centred approaches to
the management of the disease. Clinicians,
patients and their families were involved in
decision making even as new information
about the prevention and management of
this disease was emerging using electronic
tools. This could only be done through HIT
such as the Internet, EHRs, decision support
systems, and virtual collaborative environ-
ments [15]. Today, the Ebola epidemic has
presented the health and biomedical infor-
matics community with similar challenges
—to develop HIT that allow for exchange and
communication across care settings which
still allows for patient-centred care. In the
next section of this paper we provide a brief
background about Ebola.

Ebola

Ebola is a rare and fatal illness. Early
recognition and diagnosis of the disease in
individuals, who have been exposed to the
virus, is important from a public health,
patient, and family perspective. Ebola’s
incubation period is from 2 to 21 days
from the time of infection to the onset of
symptoms. The symptoms of the disease
include an “elevated body temperature or
subjective fever or symptoms, including
severe headache, fatigue, and muscle pain”
[16], followed by vomiting, diarrhea, rash,
symptoms of kidney impairment and liver
function and (in some cases) both internal
and external bleeding (e.g. oozing gums,
bloody stools). Laboratory findings include
“low white blood cell and platelet counts
and elevated liver enzymes” [17].

The Ebola virus first appeared in 1976
in Nzara (Sudan) and in Yambuku (Demo-
cratic Republic of Congo). The virus takes
its name from river Ebola which is near the
village where the disease first appeared. The

current outbreak, which began in March of
2014, is the largest. There have been more
cases and deaths from Ebola in the current
outbreak than all other outbreaks combined.
The disease has also spread from Guinea to
Sierra Leone, Liberia, Nigeria, Senegal, the
United States of America, Spain and Mali
[17] and “Germany, Norway, France, Italy,
Switzerland and the UK have all treated
patients who contracted the virus in West
Africa” [18]. To date, 6,856 people have
died (including suspected, probable and
confirmed cases of the disease) [18].

Fruit bats from the Pteropodidae family
are thought to be the hosts for the virus,
and the virus is transmitted to humans from
bats through “close contact with the blood,
secretions, organs and other bodily fluids of
infected animals such as fruit bats, monkeys,
forest antelope and porcupines found ill or
dead in the rainforest”. Transmission of Ebola
between humans occurs via direct contact
with “(broken skin or mucous membranes)
with the blood, secretions, organ or other bodi-
ly fluids of infected people, and with surfaces
and materials (e.g. bedding and clothing)
contaminated with these fluids” [18].

Healthcare workers can become infected
with Ebola when they are in close contact
with those affected by the disease and
infection control precautions are not fully
employed [17]. Infection control precau-
tions include wearing suits, goggles, gloves,
boots and protective head gear. There is
no U. S. Food and Drug Administration
approved medication or vaccine that can
be used to treat the disease. Current ap-
proaches to the treatment of Ebola include
the management of symptoms and compli-
cations arising from the disease. For those
who have contracted the disease, survival is
dependent on good supportive care and the
individual’s own immune system response
to the disease. Supportive care includes:
(a) “providing intravenous fluids (IV) and
balancing electrolytes (body salts), (b)
maintaining oxygen status and blood pres-
sure, and (c) treating other infections if they
occur” [16]. Vaccines and treatments for
Ebola are currently under development, but
none have been fully tested for their safety
and/or their efficacy [16]. People, who re-
cover from Ebola, develop antibodies that
may last at least 10 years. “It is not known



if people who recover are immune for life or
if they can become infected with a different
species of Ebola. Some people who have
recovered from Ebola have developed long-
term complications, such as joint and vision
problems” [16]. Prevention of the spread of
Ebola in the general population involves
education about the disease and its spread,
identifying those who have had contact with
infected individuals and early identification/
isolation of those who develop symptoms
(including providing supportive care) [16].
HIT has played a significant and import-
ant role in the treatment of Ebola. Some
HIT has been modified to support health
professionals’ use of the technology in
providing patient-centred care to patients
who are affected by the disease. This work
by HIT professionals represents an example
of how technologies can be modified to
support public, patient and family health
in response to a significant outbreak of a
disease. It also takes into account hardware
and software, clinical content, people (in-
cluding human interface, communication),
organizational (such as workflow) and
contextual issues (including external rules,
regulations and pressures) [19]. In the next
section of this paper we describe how HIT
has been innovated, modified and optimized
to support care of patients, their families
and the public in a patient centric approach.

Health Information on the
Web (Government and WHO
Websites)

The World Wide Web (WWW) has become
a pivotal public resource for attaining and
sharing health-related information. While
information-seeking habits differ, depending
on the nature of the health concern as well
as other factors, such as demographics and
health literacy, the majority of health con-
sumers trust Internet search engines (e.g.,
Google) with retrieving an initial set of
relevant information sources [20-22]. Public
interest about emerging diseases often coin-
cides with related news-making events such
as the SARS, the Avian Flu and Ebola crisis
in Africa. Google trends analysis reports two
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major spikes of searches related to Ebola (see
Figure 1): The first spike in August 2014
coincides with the WHO declaring Ebola
an international public health emergency,
while the second, larger spike follows news
about the first cases of Ebola discovered in
the U.S. (points F and C). Yet, many patients,
families and health professionals often use
the Internet as a starting point for gathering
information about a disease that may affect
them or the health of their families. For ex-
ample, researchers have identified that the
Internet is a source of health information
for 87% of Americans [23].

Using general-purpose Internet search
engines for retrieving health information by
patients and families has the drawback of
delivering search results of unknown quali-
ty. Moreover, the sheer number of returned
resources and the determination of their
relevancy to the information seeker’s query
objectives may pose a challenge. For example,
a medical practitioner seeking practice guid-
ance on an emerging disease may be exposed
to a large number of irrelevant, news-related
search results. Purpose-dedicated search en-
gines for retrieving trusted health information
provide an alternative, e.g., services provided
by the Health on the Net Foundation (www.
healthonnet.org) [24]. They provide certified
information content that is targeted towards
particular audiences, including healthcare
consumers and medical professionals. How-
ever, their popular adoption remains low
and the majority of information seekers use

other strategies to filter credible and relevant
results from general Internet search engines,
e.g., a critical evaluation of the organization
providing the information.

Government Web sites such as the U.S.
Centers for Disease Control and Prevention
(CDC) and international healthcare organi-
zations like the World Health Organization
(WHO) are considered among the most trust-
ed sources of information [25]. However, the
content presented on these sites at the time
of the initial outbreak had limited value for
patients. Archived versions of the WHO web
site indicate that a prominent patient-centred
focus has only been adopted seven months
after the initial outbreak (retrieved though
http://archive.org/web/). Before this time,
patient information content was mixed
with WHO news releases, guidelines for
professionals, WHO partner organization,
researchers and other audiences. The current
WHO Web site has a clearly demarcated
patient-centred section (along with two other
sections, centered on providers and partner
organizations, respectively). It leverages
Web-based patient-centred communication
tools such as Twitter and Facebook to propa-
gate important health facts about the disease
while it emerges. More localized informa-
tion is posted on individual governmental
Web sites. For example, the CDC provides
focussed information content for parents,
teachers, travelers, etc. The disease has also
spawned the creation of new patient-centred
Web communities that collect and make

Fig. 1 Public Web searches for Ehola (Google)
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available disease-related information for
the public, e.g., whebola.com, ebolafiles.
com, ebolabreakoutnews.com. Notably, the
emergence and popularity of many of these
communities has bypassed the traditional
Web (and Web search engines) and hinged
on social networks instead. Whebola.com,
for example, is not easily retrievable through
classical Web search engines (like Google)
but very prominent with searches on for #eb-
ola on Twitter. This indicates the increasing
importance of focussing on social network-
ing technologies in patient-centric health
information delivery. It also indicates that
the growing reliance on social networks as a
way to retrieve and communicate information
has created new risks with respect to potential
misinformation and patient safety. Innovative
approaches to ensuring trustworthiness are
required for navigating the social health Web.

Mobile Applications

Today, the use of mobile applications in
conjunction with smartphones is significant.
Research suggests that 75% of individuals
use a mobile or smart phone [26], with 2.8
million using that technology in conjunction
with a mobile application to self-manage
their health and disease [27]. There has also
been an emergence of software applications
that aid patients’ and families in their health
related decision-making (as in cases of when
to seek medical attention). There has been a
proliferation of mobile software applications
in these areas, especially those that focus on
self-management of diet, exercise, diabetes,
hypertension etc. Some mobile healthcare
application designers have recently begun
to focus on tracking and information about
the signs and symptoms of Ebola.

To date, there has been limited Ebola spe-
cific symptom monitoring apps developed.
However, as the incubation period for Ebola
is typically up to 21 days and the early symp-
toms of the disease are symptoms that are
common to many diseases. Mobile applica-
tions have been developed for both Android
and 10S platforms, with the majority of them
being information sharing applications or
providing outbreak tracking maps for Ebola.
Other mobile applications typically used for
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social media purposes are also another way
in which Ebola related information can be
accessed and reviewed (as outlined in the
previous section of this paper). Social media
mobile applications have been used to push
information about Ebola via Twitter®, You-
tube®, Facebook® etc.

It is interesting and worthy to note that
whilst Africa is one of the fastest growing
mobile phone markets it has the lowest rate
of smartphone technology penetration in
the world. In January 2014 it was estimated
that 12% of the African population had
smartphones, with the majority of smart-
phone owners living in the wealthier, urban
areas [28]. Evidently this low penetration
provides difficulties in the use of mobile
applications for symptom monitoring in the
Ebola stricken areas of Aftica versus other
countries which have higher rates of mobile
application usage.

A number of smartphone manufacturers
have donated smartphones to Ebola affected
countries. These smartphones are primarily
for the use of healthcare workers and are
used by them to collect data that will assist
in monitoring and planning in the epidemic.
Further important uses of mobile phone
technology are their use for connecting the
sick with their relatives. This is undertaken
using basic mobile phones so that they can
talk with their families. This contact is par-
ticularly important for patients in isolation.
Mobile phones are also being used to share
and receive information via short message
service (SMS). Whilst most systems are
designed to share information with some
systems, many mobile applications have
the ability to receive data that can be used
for tracking outbreaks of Ebola [28, 29, 43].

Electronic Health Records

After the initial Ebola case in the United
States in Dallas, Texas, public attention
became focused on the EHR. The EHR was
blamed and believed to be a contributing
factor in the initial missed diagnosis [30].
In truth, the EHR itself was not to blame,
but the answer was likely more in the way
the EHR collected and presented critical
data to the medical team and the current

state of organizational policies where
the technology was concerned. The EHR
should have helped to better identify a
patient for whom a clinical concern should
be raised, particularly when a disease is
rare and not on the mind of providers (as
was the case for the medical team in Dal-
las at the time). The concern was not that
the critical data had not been collected,
but that it had been placed in a relatively
unobtrusive area that was easy to skip
when the EHR was reviewed. This in turn
led to confusion where the patient’s inter-
national travel was recorded and whether
the relevant information was effectively
communicated to all members of the
healthcare team (http://res.dallasnews.com/
interactives/duncan-timeline/). This would
constitute an example of what Borycki and
colleagues term a “technology-induced”
error [31], which is an error that results
from human factors issues and deficien-
cies whereby a health information system
may lead a health professional to make an
error (which could be an error of omission,
such as omitting to read key information,
or commission). Such errors do not result
from errors in programming but rather
emerge in the complex interaction of health
information systems with end users in the
busy and often hurried context of clinical
practice. Indeed a key aspect of both EHRs
systems and public health systems is their
level of usability, with systems and user
interfaces that are difficult to navigate or
use leading to a higher probability of tech-
nology-induced error [32]. In response to
the problem in this example, the hospital
then reported updating their EHR to collect
additional screening information in a more
rigorous fashion to help identify high-risk
patients [33].

Electronic Decision Support
Systems

Electronic decision support systems (DSS)
can be used to aid providers in identifying
these rare patient events by streamlining
data collection, and then organizing and
displaying data to the appropriate personnel.



DSSs are part of every modern EHR imple-
mentation and are defined as “any program
designed to help health-care professionals
make clinical decisions;” [34]. DSS support
can cover many aspects of care including
patient or disease-specific recommendations,
[35] information management, [36] and
evidence based guideline compliance [37].
Given the vast amount of data collected
during a patient encounter, leveraging the
EHR to provide directed, timely, and valuable
information is an important goal.

More than 70% of US hospitals have
EHRs, [38] and most of these contain a de-
gree of decision support. In a recent article in
Journal of the American Medical Informatics
Association, the concept of applications
either integrated within or tightly combined
with the EHR to deliver decision support
is proposed as a way to improve healthcare
quality [39] The applications can be small
modules for disease-specific screening, or
larger scale interventions designed to im-
plement standardization across a healthcare
system. While patient or disease specific
support is difficult to implement initially in
an integrated manner, this method of provid-
ing decision support has the benefit of being
relatively easy to edit and can be amended
with new science or known screening ques-
tions once integrated, therefore providing
a quick implementation strategy for the
identification of emerging diseases.

Traditional DSS relies on alerts that are
in-line with the standard EHR templates and
creates pop-ups to alert providers that disrupt
the workflow. When coded information is
collected in the EHR about travel or other
designated related screening information, an
active pop-up alert for patients such as the
one illustrated in figure 2, can be displayed
to the relevant provider to acknowledge the
risks and initiate any desired behaviours or
treatment pathway. As passive decision sup-
port, additional reminders can be added to
the patient’s chart in the form of information-
al banners or highlights. This system would
work with the existing workflow of providers
but interrupt (through the active alert) only
when patients screen positive. It also has
the drawback that it needs to be adjusted. In
this specific case, when patients traveled to
one of four specific countries, the alert fires.
If, as is prevalent in infectious disease, the
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Ebola Travel Alert

Initial screening identifies the patient and/or patient's family as being at risk for travel exposure to
infection disease. | acknowledge that this patient and/or family has a high risk travel history and have
taken the appropriate isolation measures.

)

Acknowledge reason: l

Acknowledge

Travel Exposure Screening Flowsheet

Accept

<

) (

Cancel

=)

Fig. 2 A sample pop-up alert for patients pre-screened for travel exposure and disease risk for Ebola

countries or risk factors change, the coding
behind the alert must change as well. This
requires more programming support. Also-if
the list of risk factors grows very large (in
our example, if the list of affected Ebola
countries were to swell to 10-20 countries)
the electronic screening would likely be
much less accurate. Here, one could look
towards international organizations such as
the World Health Organization to maintain
and update DSS content about Ebola using a
service oriented architecture approach [40].

Even with these existing drawbacks,
these types of alerts do provide workflow in-
tegrated reminders to providers at the point
of care instead of just a passive dissemina-
tion of information. If the initial nurse for
Ebola patient zero had gotten an alert on
her screen when she documented western
African travel, we can all assume the initial
emergency department visit would have
looked much different. Decision support
can be one tool to help busy providers re-
member to screen for rare events, and give
direct messaging when such a screening
is positive. Alternatively, providers should
also be made aware of the potential for false
alarms or false positives. Here, clinicians
must rely on further assessment and their
clinical judgement to ascertain the presence
or absence of a disease. The future of this
type of support lies in leveraging systems
that work with devices that patients already

use, for example, smart phones. If some
screening questions could be answered by
text on a patient’s own device and integrated
into the EHR possibly even before presen-
tation, this would increase the power and
flexibility or this type of decision support.

Challenges and Issues

Although existing technologies such as the
WWW, social media, EHRs and DSS can be
used to support patient centric care. There
are a number of challenges associated with
their use. In the next section of this paper
we outling issues.

Electronic Health Records,
Interoperability, Data
Integration and Surveillance

A key challenge in providing patient cen-
tered coordinated care delivery is coordinat-
ing care across providers and settings using
a patient-centred perspective. EHRs and
other health information technologies offer
great potential to serve as the coordinating
agent across providers and settings [41].
However, a key challenge to using EHRs for
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supporting coordinated patient centered care
is operationalizing the actual coordination
that needs to occur [42]. While EHRs and
other HIT may adequately support defined
episodes of care, they are less helpful in
supporting exceptions or unintended situa-
tions such as disease outbreaks [44].While
patients may present at the emergency room
during a crisis, they do not originate there,
but rather they come from a clinic or home
in the community.

EHRs are being used to identify outbreaks
of disease. Some EHRs can be used to
generate physician practice, organizational
and system level statistics on the presence
of symptoms of certain communicable and
chronic diseases. In the case of an outbreak
of disease, EHRs could be searched for
information about individuals and their
contacts. As in the case of identifying all
the health professionals and family members
that were in contact with an individual with
Ebola [45]. There has been some work in
developing computer algorithms to identify
cases of disease based on laboratory results
and information found in unstructured texts.
For example, the Electronic Medical Record
Support for Public Health (ESPnet) employs
algorithms that use patient laboratory test
results, vital sign information, prescription
information and physician diagnostic coding
information to identify outbreaks of disease
that are public health concerns [47, 48]. This
work as also been extended to the use of
algorithms that search narrative text within
EHRs [49]. Such work would be important
in identifying when a patient who has symp-
toms of Ebola is treated or admitted to a
hospital. There would be a need to invest in
research that would lead to the development
and validation of such algorithms [45].

Currently, there exists a lack of integration
between EHRs, EMRs and public health in-
formation systems which slow public health
response to disease outbreaks [45]. As a con-
sequence, there is a disconnect: we are able to
adequately manage disease outbreaks in hos-
pital, but we are not fully able to conduct on-
going disease surveillance using public health
systems, thereby allowing some diseases to
continually re-emerge time and time again
[47,48]. The lack of interoperability between
systems may lead to missing data that might
be useful in outbreak detection [45]. While
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data integration between EHRs, EMRs and
public health information systems is needed
to track patients across multiple settings, it
is more than just clinical data that needs to
be integrated. Studies have described how
psychosocial, behavioral, and environmental
data are often of interest to public health
[44]. There is a need for interoperability
between these HIT for surveillance, informa-
tion exchange to enhance surveillance and
tracking of those that may be affected by the
disease, their families and community con-
tacts [45] Once this is achieved algorithms
might be used to detect potential cases of
communicable diseases [45].

Research is also needed to extend our
development of search engines and data
mining approaches [45] where the EHR
and communicable diseases such as Ebola
are concerned. In an extension of this work
research had demonstrated that we can create
search engines that search for the emergence
of specific patterns of information and can
be used to search aspects of the EHR such
as the free text and narrative components of
the technology [45-49].

Electronic Health Record
Design

However, a more relevant issue is that HIT
does not provide adequate support for
management of emerging diseases. A data
field such as whether a patient has travelled
abroad may not be significant in usual sce-
narios but in the case of a disease outbreak
it becomes far more significant. Clinicians
often work in complex contextual conditions.
Regardless of whether the Texas Ebola pa-
tient communicated information about his
travels in Liberia, West Africa, in a stressful
emergency room setting it can be difficult for
a clinician to properly process all the requi-
site information. HIT needs to be designed
with sufficient flexibility to enable alerts and
reminders to be quickly configured to raise
attention to relevant data fields and to ensure
the fields are communicated appropriately.
To design HIT to support monitoring and
management of disease outbreaks will re-
quire a rethinking in HIT. More specifically,

we need to better incorporate context in HIT
design (i.e. physician office, hospital etc.).
Contextual rethinking needs to be done.

Human Factors Issues

Human factors have been identified as a key
aspect of effective design and use of not only
general types of health information systems
and technologies but also emerging systems
such as public health surveillance systems
[9]. Such systems are being developed to
integrate information from multiple sources
including information about prior disease
cases with EHR data and new incoming
data about specific client cases and epidem-
ic spread. The SARS epidemic fuelled the
creation and deployment of such systems
in Canada and internationally. However, the
usability and effectiveness of such systems
will need to be considered and optimized
for them to achieve their promise. This in-
cludes consideration of providing the most
effective user interfaces for entering new
data (e.g. from points of entry in a country,
offices, and clinical settings across regions
or countries), retrieving patient and case
data, and also for providing effective and
timely alerting about potential epidemics,
disease spread and counter measures. To
address these challenges, methods from us-
ability engineering [50] are beginning to be
applied throughout the systems development
life cycle of health surveillance systems
to ensure their design and deployment are
effective and such systems lead to adoption
and proper use when epidemics and public
health emergencies arise. This has included
usability inspection of the user interfaces
of such systems, usability testing involving
observing representative users of such sys-
tems (e.g. public health officers, clinicians,
managers etc.) and clinical simulations,
where systems are tested under simulated
conditions and environments (e.g. simula-
tions of public health emergencies) [31]. In
addition, software and applications targeted
for use by the public should be optimized
by applying usability engineering principles
and methods to ensure information can be
retrieved and user interfaces are both usable
and understandable.



Policy and Organizational
Issues

Policy and organizational issues are of
particular concern during the early days
and weeks of an outbreak especially when
health professionals are only beginning to
learn about the signs and symptoms of a
new disease, the mode of its transmission
and the best ways to treat and manage the
disease. Existing information, policies, and
procedures (and the technologies that enact
them such as public health information sys-
tems, telehealth systems and EHRs) may not
fully account for all information about the
emerging disease. Information about a new
or emerging disease may also change on an
hourly or even a daily basis as new infor-
mation emerges about the treatment of the
disease and is communicated among country,
state and provincial governments. In some
cases international and national agencies
may provide collaborative tools that allow for
health professionals to exchange information
and experiences with these emerging dis-
eases to enhance development of protocols
(as in the case of SARS where international
experts around the world worked together on
understanding how to best identify and treat
the disease) [14, 15].

On a local healthcare organizational level
(e.g. hospital, clinic, long term care facility),
technologies that have policies, procedures
and processes embedded within electronic
health records may not be consistent with
emerging international and national knowl-
edge about the disease. These technologies
may in turn lead health professionals to
engage in activities and workflows that are
not consistent with the current knowledge of
the disease. Healthcare organizations must
modify their technologies to support disease
management. This is a continuous, iterative
process as information about the emerging
disease is pushed out by international orga-
nizations and governments via websites and
social media and healthcare organizations re-
spond by modifying their HIT to reflect these
changes in order to support health profession-
al decision-making and work activities.

Healthcare organizations need to respond
to new information by modifying the tech-
nologies that support their processes (e.g.

213
|

Patient-Centred Coordinated Care in Times of Emerging Diseases and Epidemics

EHRs, DSS, telehealth systems, public
health information systems) to be consis-
tent with information being pushed out by
international and local public health orga-
nizations. Healthcare organizations review
emerging information from country and
state public health organizations, develop
and modify existing policies and proce-
dures, identify methods of educating health
professionals about the emerging disease,
modify EHRs/DSS, deploy screening and
develop HIT related strategies that facilitate
communication among the members of the
healthcare team. Such activities require that
health informatics and HIT departments
modify existing electronic tools (e.g. elec-
tronic screening, emergency room triage
tools, clinical documentation, DSS, and lab-
oratory and pharmacy information systems)
to account for any additional/new laboratory
tests, medications and other interventions
that need to be employed with every new
patient and their family and in keeping with
best practices for the treatment of the emerg-
ing disease. It must be noted that healthcare
organizations in such circumstances may not
be able to modify the technology that sup-
ports patient care at the same pace or at all
to integrate new information as it emerges.
This inability to modify the technology or the
lag time associated with technology change
may lead health professionals to make de-
cisions that are not consistent with current,
patient-centric best practices involving the
emerging disease. [nconsistencies between
emerging patient centric treatments and the
HIT could lead to the introduction of errors
—technology-induced errors, where the tech-
nology is inconsistent with best practice [31].

Reporting and Quality Im-
provement Involving HIT

Reporting medical incidents is one of the
leading initiatives to enhance patient safety.
Based on the successful safety improvements
in aviation and nuclear plant industries, web-
based voluntary medical incident reporting
systems, i.e. e-reporting systems, are consid-
ered as an effective mechanism for learning
from and preventing errors [51]. Such systems

could offer a source of adverse event informa-
tion, a reminder of hazards, and a means of
monitoring potential problems as they recur.
Ultimately, the systems would help research-
ers seek common solutions and translate
reporting data into actionable knowledge.
Unfortunately, the current e-reporting
systems are mostly used as a data repository
due to the lack of structured data, uncertain-
ty, ambiguity and incompleteness. Mean-
while, the systems also suffer from the issues
of underreporting and low-quality reporting
[52]. A significant percentage of submitted
reports were incomplete or inaccurate, and
thus cannot be thoroughly analyzed to under-
stand the causes of medical errors [53-55].
The culture of blame and resistance to
sharing has been identified as barriers to
e-reporting at the organization level [56].
At the technology level, current e-reporting
systems were not built on the basis of a
consensus on the conceptual framework.
Features that analyze medical errors collec-
tively and facilitate learning have not been
explored in current systems. One challenge
of implementing such features is the incon-
sistency of data structure due to the differ-
ence in the conceptual framework, especially
for home grown systems. In order to achieve
the goal of preventing and reducing medical
errors, e-reporting systems should be secure,
easy to use and effective [54-57] - that is,
confidential or anonymous, with excellent
user acceptance, and used in a meaningful
way. Being able to facilitate learning from
past mistakes is critical to such systems to
eventually decrease recurring incidents.

Impact of Context

Country context also has its impacts upon
choice and use of HIT hardware and soft-
ware during an outbreak of disease. There
is a need to fully assess and understand the
disease in the context of health system and
HIT infrastructure of a country as suggested
by Sittig and colleagues [58]. Developed
and developing countries have differing
needs. For example, the presence or absence
of electricity, mobile phone coverage and
the Internet influence what type of hardware
is selected for clinical documentation. If
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there is limited electricity then some types
of devices may be effective to use such as
those that have long battery life (e.g. mo-
bile phones and cameras to take pictures of
paper documents versus laptop or desktop
computers). Software (i.e. EHRs and DSS)
need to be considered. Here, developed
and developing countries employ these
technologies in disease outbreak contexts.
Many proprietary EHRs can be modified
and DSS created to support clinician work
as we have outlined earlier in this paper.
In contrast many of the EHRs (including
DSS) that are used in the developing world
are open source. Morrison and colleagues
[59] identify that many of the open source
EHRs lack the essential characteristics of a
HIT that can fully support management of
new/emerging diseases such as the ability
to quickly embed treatment and research
protocols, create reminders and measure
response to treatment of disease. Buhler
et. al. [60] note healthcare workers, who
are in the midst of caring for patients with
such diseases, are more concerned about
patients who are suffering from illness,
having sufficient people to care for pa-
tients and their families, and having access
to protective clothing to prevent further
spread of the disease. They note that lap-
tops, mobile phones and cameras (used to
photograph the paper chart) are a concern
for healthcare professionals. The belief is
that HIT may become contaminated and that
current approaches to decontaminating the
technology may damage the HIT itself [59].
Some of these challenges are dependent on
country context.

Summary and Conclusions

In summary, new/emerging diseases present
a number of opportunities for HIT innova-
tion. These may include the development of
software applications and devices for track-
ing, methods of delivering tailored, patient
centric information to large populations of
individuals and for developing new EHR,
public health system and decision support
system functionality. The pressures placed
on HIT by new/emerging diseases can lead
to innovation and improvements in patient
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centric care and patient safety. An educated
population is better able to prevent disease
and understand how to seek medical atten-
tion when needed.

Here, the Internet, search engines and
social media play a significant and import-
ant role for the public, health professionals
and healthcare organizations in preventing
disease spread. Tools such as WHO and
CDC websites disseminate important infor-
mation to all who have access to the WWW
and search engines using fixed (e.g. laptop)
and mobile devices (e.g. Mobile phones).
Software applications in conjunction with
devices can be used to push informa-
tion (e.g. Twitter®, Youtube®), support
self-monitoring for disease symptoms, and
be used to call for help.

Alternatively, many challenges still
remain from a contextual, human factors,
organizational, inter-organizational and de-
sign perspective. HIT researchers must not
only develop HIT that supports surveillance,
screen for, diagnosis and management of
emerging/new disease, but they also need
to develop methods to rapidly create new
technologies and/or optimize existing ones to
reflect the changing information and knowl-
edge we have about a new and emerging
disease so no new errors are created when
there are inconsistencies between the emerg-
ing science surrounding a disease and the
technology used to support patient-centred
care. Achieving patient-centered care will
require greater consideration of a range of
issues particularly in the age of emerging
diseases and epidemics.
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