
    
    

    
    

    

    
    
    
      
    
    methods of information in medicine


    
    
    
    



    

      

  
    	
          
            DE
          
        
	
          EN
        
	
        
          Home
        
      
	
        Products
        	
            
              Journals
            
          
	
            
              Books
            
          
	
            
              Book Series
            
          


        

      
	
        Service
        	
            
              Library Service
            
          


        

      
	
        Help
      
	
        
          Contact
        
      
	
        
          Portal
        
      


  

  
    
    
      
        Methods of Information in Medicine
      
    

    

  
    
    
      
        
          Full-text search
        

      

      	Full-text search
	Author Search
	Title Search
	DOI Search
	Metadata Search


    

    
    
    
    
  




  

  
    


  



  	
	
	
	
	
	
        
          Journal
        
        	
                Aims and Scope
              
	
                Editorial Board
              
	
                Methods Refocused
              


      
	
        
          Authors
        
        	
                Instructions for Authors
              
	
                Submit Manuscript
              


      
	
          
            Subscription
          
          	
                  Subscription Information & Contacts
                
	
                  Institutional Licensing
                


        
	
        
        
        
          
        
          
            Focus Themes
            
          
        
          
        
          
        
          
        
          
        
        	
                FAIR Principles in Health Research
              
	
                Patient Rehabilitation Techniques
              


      
	
        
        
        
          
        
          
            Social Media
            
          
        
          
        
          
        
          
        
          
        
        	
                Facebook
              
	
                X
              


      





    	
        
        
        
        
        
        
          
          
            
              Not Logged In
            
             
              Login
            
            
              	
                  
                    
                      
                      
                      
                      
                        Username or e-mail address: 
                        
                      

                      
                        Password:
                        
                      

                      
                        
                      

                      Forgot Access Data?
                      
                        Register Now
                      
                      
                        OpenAthens/Shibboleth Login
                      
                    

                  
                


            

          
        
        

        

      
	
        
        
          Shopping Cart
        
        









        
        
      


  

  
    
      
    

    
    
      
    
    
    
    
    
    
    
    
    
      
        
          
        

      
    
  




      

      

      
        




  



  

  
    
    
      [image: ]
      
    

    
    
      
        
          
          
          
          
            Year (Archive)
            
              
                
                  2012
                

              

              	
                      
                      
                      
                      
                        2023
                      
                    
	
                      
                      
                      
                      
                        2022
                      
                    
	
                      
                      
                      
                      
                        2021
                      
                    
	
                      
                      
                      
                      
                        2020
                      
                    
	
                      
                      
                      
                      
                        2019
                      
                    
	
                      
                      
                      
                      
                        2018
                      
                    
	
                      
                      
                      
                      
                        2017
                      
                    
	
                      
                      
                      
                      
                        2016
                      
                    
	
                      
                      
                      
                      
                        2015
                      
                    
	
                      
                      
                      
                      
                        2014
                      
                    
	
                      
                      
                      
                      
                        2013
                      
                    
	
                      
                      
                      
                      
                        2012
                      
                    
	
                      
                      
                      
                      
                        2011
                      
                    
	
                      
                      
                      
                      
                        2010
                      
                    
	
                      
                      
                      
                      
                        2009
                      
                    
	
                      
                      
                      
                      
                        2008
                      
                    
	
                      
                      
                      
                      
                        2007
                      
                    
	
                      
                      
                      
                      
                        2006
                      
                    
	
                      
                      
                      
                      
                        2005
                      
                    
	
                      
                      
                      
                      
                        2004
                      
                    
	
                      
                      
                      
                      
                        2003
                      
                    
	
                      
                      
                      
                      
                        2002
                      
                    
	
                      
                      
                      
                      
                        2001
                      
                    
	
                      
                      
                      
                      
                        2000
                      
                    
	
                      
                      
                      
                      
                        1999
                      
                    
	
                      
                      
                      
                      
                        1998
                      
                    
	
                      
                      
                      
                      
                        1997
                      
                    
	
                      
                      
                      
                      
                        1996
                      
                    
	
                      
                      
                      
                      
                        1995
                      
                    
	
                      
                      
                      
                      
                        1994
                      
                    
	
                      
                      
                      
                      
                        1993
                      
                    
	
                      
                      
                      
                      
                        1992
                      
                    
	
                      
                      
                      
                      
                        1991
                      
                    
	
                      
                      
                      
                      
                        1990
                      
                    
	
                      
                      
                      
                      
                        1989
                      
                    
	
                      
                      
                      
                      
                        1988
                      
                    
	
                      
                      
                      
                      
                        1987
                      
                    
	
                      
                      
                      
                      
                        1986
                      
                    
	
                      
                      
                      
                      
                        1985
                      
                    
	
                      
                      
                      
                      
                        1984
                      
                    
	
                      
                      
                      
                      
                        1983
                      
                    
	
                      
                      
                      
                      
                        1982
                      
                    
	
                      
                      
                      
                      
                        1981
                      
                    
	
                      
                      
                      
                      
                        1980
                      
                    
	
                      
                      
                      
                      
                        1979
                      
                    
	
                      
                      
                      
                      
                        1978
                      
                    
	
                      
                      
                      
                      
                        1977
                      
                    
	
                      
                      
                      
                      
                        1976
                      
                    
	
                      
                      
                      
                      
                        1975
                      
                    
	
                      
                      
                      
                      
                        1974
                      
                    
	
                      
                      
                      
                      
                        1973
                      
                    
	
                      
                      
                      
                      
                        1972
                      
                    
	
                      
                      
                      
                      
                        1971
                      
                    
	
                      
                      
                      
                      
                        1970
                      
                    
	
                      
                      
                      
                      
                        1969
                      
                    
	
                      
                      
                      
                      
                        1968
                      
                    
	
                      
                      
                      
                      
                        1967
                      
                    
	
                      
                      
                      
                      
                        1966
                      
                    
	
                      
                      
                      
                      
                        1965
                      
                    
	
                      
                      
                      
                      
                        1964
                      
                    
	
                      
                      
                      
                      
                        1963
                      
                    
	
                      
                      
                      
                      
                        1962
                      
                    


            

          

          
          
          
            Issues
            

          

        


        	
                Table of Contents
              
	
            
              
                Current Issue
              
            
          
	
              
                Free Sample Issue (01/02/2023)
              
            


      
    

    
    
      

  
  
    
      
      
    
    
      
        
        
      

    
  



    
    
    

    

    

    
        
      
        
      
        
      
        
      
        
      
        
      
        
      
        
      
        
      
        
          
            
          
          
          
        
      
    
      
    
      
        
      
    
      
        
          
            
              Related Journals
            

            
              	
                      
                        

                        
                          Applied Clinical Informatics
                        

                      
                    
	
                      
                        

                        
                          ACI Open
                        

                      
                    
	
                      
                        

                        
                          Yearbook of Medical Informatics
                        

                      
                    


            

          

        
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
  

    
  

  
  
  






  
  

  
    

  
  
    
      
      
    
    
      
      
    
  



    


  

    

    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    

    
    
    

    
      
        
          Subscribe to RSS

          Please copy the URL and add it into your RSS Feed Reader.

          
          https://www.thieme-connect.de/rss/thieme/en/10.1055-s-00035037.xml
        

      

    

    

    

    
      
        [bookmark: saveLink]
      
    

    
      
        
      

      
        
      

      
        
          Share / Bookmark

          Facebook
          X
          Linkedin
          Weibo
        

      

    

    

    

    
      
          
              
          
      
    

    

    

    
      
        
        
          
          
          
        
      
    
  


  
    
      
        
          
            
              Download PDF
            
          
        
      

      
        
          
            
          
        
      

    

  

  

  
  
    
  
  




    
    
Methods Inf Med 2012; 51(03): 229-241
DOI: 10.3414/ME11-01-0048


Original Articles



Schattauer GmbH 
A Database De-identification Framework to Enable Direct Queries on Medical Data for Secondary Use


B. S. Erdal


1
           
        Information Warehouse, The Ohio State University Medical Center, Columbus, Ohio, USA


2
           
        Electrical and Computer Engineering, The Ohio State University, Columbus, Ohio, USA

, 


J. Liu


1
           
        Information Warehouse, The Ohio State University Medical Center, Columbus, Ohio, USA

, 


J. Ding


1
           
        Information Warehouse, The Ohio State University Medical Center, Columbus, Ohio, USA

, 


J. Chen


1
           
        Information Warehouse, The Ohio State University Medical Center, Columbus, Ohio, USA

, 


C. B. Marsh


3
           
        Internal Medicine, The Ohio State University Medical Center, Columbus, Ohio, USA

, 


J. Kamal


1
           
        Information Warehouse, The Ohio State University Medical Center, Columbus, Ohio, USA

, 


B. D. Clymer


2
           
        Electrical and Computer Engineering, The Ohio State University, Columbus, Ohio, USA



› Author Affiliations

Further Information


Publication History

received:31 May 2011


accepted:08 February 2011


Publication Date:
20 January 2018 (online)












	
Abstract

	
Full Text

	
References




 

[image: SFX Search]

 Buy Article Permissions and Reprints



[image: ]



[bookmark: N109BE]
Summary



          
Objective: To qualify the use of patient clinical records as non-human-subject for research purpose, electronic medical record data must be de-identified so there is minimum risk to protected health information exposure. This study demonstrated a robust framework for structured data de-identification that can be applied to any relational data source that needs to be de-identified.



          
Methods: Using a real world clinical data warehouse, a pilot implementation of limited subject areas were used to demonstrate and evaluate this new de-identification process. Query results and performances are compared between source and target system to validate data accuracy and usability.



          
Results: The combination of hashing, pseudonyms, and session dependent randomizer provides a rigorous de-identification framework to guard against 1) source identifier exposure; 2) internal data analyst manually linking to source identifiers; and 3) identifier cross-link among different researchers or multiple query sessions by the same researcher. In addition, a query rejection option is provided to refuse queries resulting in less than preset numbers of subjects and total records to prevent users from accidental subject identification due to low volume of data.


This framework does not prevent subject re-identification based on prior knowledge and sequence of events. Also, it does not deal with medical free text de-identification, although text de-identification using natural language processing can be included due its modular design.



          
Conclusion: We demonstrated a framework resulting in HIPAA Compliant databases that can be directly queried by researchers. This technique can be augmented to facilitate inter-institutional research data sharing through existing middleware such as caGrid.
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